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| ntroduction

This is a report of the trial of provider ENUM ihe United States sponsored by the Country Code 1
ENUM Limited Liability Company ("the LLC") and exated by participating entities
("Participants”). Provider ENUM involves using tteehnology in RFC 3761 by the Service

Provider of Record (SPR) for a specific E.164 thtape number to map that number into a
Universal Resource Identifier (URI). This URI idéiets a specific point of interconnection to that
service provider's network that enables an origiggbarty to establish communication with the
party associated with the telephone number.

Background/I ntroduction

In the course of the LLC’s work on the developmaENUM for Country Code 1, members of the
LLC came to the see the need for a parallel capabil that described in RFC 3761 that would
support interconnection of Next Generation NetwoAdthough this capability has sometimes been
referred to as “Carrier ENUM” or “Infrastructure EXN1”, the LLC chose the term “Provider
ENUM.” A Provider ENUM URI is separate from any 4Rhat the End-user, who registers their
E.164 number for End-user ENUM, may wish to asdeaaath that E.164 number. The LLC also
concluded that a trial of Provider ENUM would baseful step in the implementation of such a
capability. Accordingly, the LLC developed a franmWwfor such a trial and solicited participation
by interested service providers.

The Provider ENUM trial (PET) was completely sepai@ctivity from the trial of End-user ENUM
conducted by the LLC. The trial objectives were:
* To evaluate potential architectures for implemeatabf Provider ENUM

* To understand interactions, including the provisignmplications of End- user
numbering events such as porting and disconneet&elen Provider ENUM and
End-user ENUM

* To evaluate authorization requirements for ProvieldtJM
* To evaluate potential privacy concerns

* To study mechanisms for linking a US implementatbd®rovider ENUM with other
national implementations in both the short and lerg to evolve towards a global
provider ENUM tree

* To study mechanisms for provider control of resolutand call admission

! http://www.enumllc.com/ProviderTrial.htm
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The LLC developed a Memorandum of Understandingwiaa agreed to by participants to provide
a structure for conduct of the trial and set upaider ENUM Trial Participants Committee
(PETPAC) to coordinate trial activities. The tnoarticipants included AT&T, Charter
Communications, Liberty Communications, Qwest, ¥rdzon. Robert Schafer of Verizon served
as Trial Director for the LLC.

Terms & Definitions

Address of Record A URI that can be used to determine a point ofradenection

Authentication
Authorization

ENUM

Provider ENUM

Provider ENUM
Tier 0/1 Registry

Provider ENUM
Tier 0/1 Registry
Operator
Registry Data

Service Provider
of Record (SPR)

Tier 2 Provider

with Service Provider of Record of the telephonmmbar

The process of verifying that a paetg., the Service Provider of
Record, is who they claim to be

The process of verifying that an (eartticated) party is entitled to
perform some action

Refers to a protocol developed in the Inteegineering Task
Force (IETF) (RFC 3761) whereby the DNS can be fised
identifying available services associated with BnE64 number

The use of the technology in RFC 3761 by the SerRiovider of
Record (SPR) for a specific E.164 telephone nurtberap that
number into a Universal Resource Identifier (URBis URI
identifies a specific point of interconnection bat service
provider's network that enables an originatingyptotestablish
communication with the party associated with thepleone
number

The repository of ENUM domain name registrationsHoovider
ENUM

Organization that processes registration requestSNIUM
domains corresponding to E.164 numbers for thawvi&e
Providers of Record and hosts the set of pointetisdir Tier 2
name servers

Registration Data maintained by thgi&ry including Zone-File
Data, and all other data submitted by SPRs

The service provider, recognized by the appropregelatory
authority, which has been allocated numbering nessy as
reflected in the LERG™ and NPAC

Person/organization that maint&Rd&JM zone including the

NAPTR resource records for that number and is pditd by the
Tier 0/1
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Trial Infrastructure

Figure 1 depicts the Trial architecture. In thisisture, Service Providers populated DNS Resource
Records into the combined Tier 0/1 through the Regiia an agreed interfaé&he Registry
validated that the service provider populatingribenber is the SPR using the LERG™ and NPAC
data. A separate Registrar entity, as definechid-iser ENUM, is not employed since SPRs are
capable of providing the necessary interface tdRégistry. Also, Participants either take on the
roles of Tier 2 Providers and application servioavplers or subcontract these to other parties.

LERG
MPAC
F
»
f 1.e164 enum.us
Dervice Registry ;?rigt/rl
Provider gistry

Figure 1 - Provider ENUM Trial Architecture

To support the Registry function for the trial, AT&et up a test system in San Ramon, California.
The test system included PC servers functioninthasCombined Tier 0/1 using Bind9 software.
The Registry maintained an authoritative ENUM seaceessible via the public Internet.

2 More detail on Provider ENUM architecture and Ther 0/1 concept can be found at
http://www.enumllc.com/tac/docs/prov/Provider_Ti@r1-7.doc.
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Trial Phases
Trial activities took place in three phases.

Phase 1 - Registry Infrastructure

The objective of this activity was to establish deenbined Tier 0/1 Registry (subsequently referred
to as just “Tier 1”) with delegations for individugst numbers. These test numbers were placed in
the Tier 1 such that one number pointed to theesponding Tier 2 nameserver(s) for each service
provider in the trial.

Tier 2 Providers were to ensure that queries ferdibmain name were resolvable to all appropriate
Tier 2 name servers and that the data in the Tre2e servers could be retrieved successfully
(e.g., via a utility such as DIG).

Phase 2 - Provisioning

The objectives of this phase were to implementtastithe registration interface between the
providers of record and the Tier 1Registry. Thiagghincluded the ability for the Tier 1 Registry to
validate that the number being registered had b#ecated to the provider of record using
information from the LERG/NPAC.

Because an EPP-based automated interface wastbstad as part of the End-user ENUM trial, that
interface was not tested here. Provisioning of datéhe Tier 1 ENUM Server was performed
manually, mimicking the proposed logic flow (thealked procedure is shown in Appendix 1).

Step 1 — The principal representative of each @pent company (as designated by the signed
MoU) sends an email to Tier 1 administrator (AT&Irpviding detail of the authorized parties
that can request addition, modification, and detedbf ENUM records.

Step 2 — The authorized party emails a requestetoIlto add, modify, or delete ENUM records.
This was done using tHeC1 ENUM LLC Provider ENUM Trial Registration Request found in
Appendix 1.

Step 3 — Tier 1 consults NPAC and LERG data to renthe Service Provider is the SPR for the
E.164 number.

Step 4 — Tier 1 fulfills the requests.
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The test cases for Phase 2 of the trial were irgnal test the following scenarios:
Add new registration

la New service add

1b Invalid request — applicant fails authentication

1c Invalid request — Telephone Number (TN) notcated to applicant
1d Port from non-participating service provider

Remove registration

2a TN disconnect

2b Port to non-participating service provider

2c Invalid request — applicant fails authentication
2d Invalid request — TN not allocated to applicant

Modify registration

3a Valid request

3b Change name server(s)

3c Change contact info

3d Invalid request — applicant fails authentication
3e Invalid request — TN not allocated to applicant

Detailed test case templates are shown in Appehdix
Phase 3 — Network Interconnection

Interconnection between US Service Providers

Interconnection between participating service piexs in the trial was by default through existing
layer 3 IP peering mechanisms, which, would in secases be direct and other cases mediated
through a third party. In the baseline interconioecscenario, SIP INVITES from all connecting
providers to a given number would be directed eoghme logical layer 5 entity (e.g., SIP proxy) for
any given telephone number.

Participants also wanted to explore the use ofrigictes such as “split DNS”, “views”, etc. to either
selectively control the DNS responses containindgsliRat ENUM delivers to different querying
entities or the way in which a common URI is resdlyve.g. by distribution of different SRV records
to interconnecting partners. These techniques reaytimately used to restrict information or
interconnection to some set of entities based oarbmultilateral agreements or to direct calls to
different points of interconnection (Pols) basedlmnidentity of the originating carrier. Where
ENUM is used to provide internal routing as welkt@asupport interconnection with other carriers,
they may also be used to provide different URIgfgson for interconnection routing to Border
Functign Elements (e.g., Session Border Contrglgssus routing to ultimate customer end
points:

% This is much like LNP GTT routing where externatties are provided a gateway address insteackafltimate
network element DPC/SSN serving the number in duest
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Differential Resolution

There are a few test cases that involve differeméisolution in which ENUM provides different
responses for the same E.164 depending on vaots$, such as source IP address of the query.

In these test cases, the differential resolutioprizvided by the Tier 2 ENUM servers so each
participant has full control of the entry and ewiiteria. For the trial, differential resolution wa
accomplished using theew capability of BIND, which enables a differenti@sponse to a query
based on the source IP address of the query.

Linkage with other non-US trials

Exploration of linkage with other trials is comgted by the inability to make use of a common
domain apex, such as “iel64.arpa”. To get arouisddifficulty, the trial used DNAME records in
each trial’'s root domain to point to the rootsdtiner country codes.

Linking a Foreign Tree: DNAME

Verizon still had End-user ENUM records from theictvy code 353 Ireland trial that were used to
provide a link between two trees in different coigst The Provider ENUM trial participants
recognized that this was a highly unusual arrangéret would represent a proof-of-concept test
case. The Provider ENUM Tier 0/1 Registry contaise®NAME record that directed all DNS
inquiries for 3.5.3.el164enum.us to 3.5.3.el64.ahm.a result, any Ireland-bound phone calls
initiated from the LLC’s Provider ENUM trial woule directed to the 3.5.3.e164.arpa tree.
The test cases for Phase 3 of the trial were irgna test the following scenarios:

1 Inter-provider routed with Provider ENUM

2 Differential Resolution
2a One SP allowed to resolve to a POI; others not
2b Two SPs, each resolve to different POI for sammaber

3a PET SP calls non-NANP number
3b Foreign SP calls PET number through foreigtuENRegistry

Detailed test case templates are shown in Appehdix
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Trial Results

A table summarizing trial results is shown in Apgern3. Some sample individual test cases are
shown in Appendix 4Because the trial participants used official nuraldesm their companies, it
was not possible to perform tests that involvediserdiscontinuance or porting between service
providers. The participants discussed these tesisda analyze where potential issues might exist,
but no conclusions were reached.

Lessons Learned

LERG/NPAC validation process

The validation interface, although a manual simofgtworked for the purposes of the trial. Data in
the LERG and the NPAC associate either an OCN @ioer Company Number) - LERG or a SPID
(Service Provider ID) — NPAC with a telephone numbember block, or central office code (NPA-
NXX). A single business entity (e.g., AT&T) may leamultiple subsidiaries and, in a commercial
implementation, mapping back to a specific provisig identity for each OCN or SPID would be
required.

Capability to protect data from unauthorized access

The trial implementation made use of a Tier O/leasible on the public Internet. Whether such an
implementation would be desirable in a productigstesm requires further study. There are several
techniques that could be employed including usgcoéss control lists that would limit queries
based on source IP address similarly to the viepalaility discussed under differential resolution.

Differential Resolution

As discussed only the DNS views capability was @ranhin the trial as a means of differential
resolution. There are, however, other techniqo@scould be considered, including bilateral
exchanges of SRV records for use in subsequergsstagesolution, and the “openser” approach
developed by the Austrian ENUM registry. Selectodan approach for implementation will
ultimately be shaped by SPR plans for interconnadrchitectures.

Breadth of participation

We invited participation from a variety of indussggments including wireless and cable
companies. Although companies from these indugigygrents did not choose to participate, the
LLC believes the results to be representative efdtitire industry.
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APPENDIX 1
Registration Process

Preconditions

4.
5.

1. Registry identifies e-mail address to receive rtegi®n requests.
2.
3. Participants provide Registry with authorized edraddresses from which registration

Registry establishes access to LERG™ and NPAC data.

requests will be sent.

Participants establish Tier 2 name servers.

Registration request e-mail format specified (PETP&his form can include other cases
(change, delete...)

Procedure

1. Applicant provisions Tier 2 name servers, prefeyattiuding NAPTR records.
2. Applicant sends e-mail following request formatfrauthorized address to Registry. E-Mail

Noohkow

includes:
i. Company name

ii. TN to be registered

lii. Name server host names

iv. Contact information (hame, email, contact telephone number
Registry verifies source e-mail address is on ai#hd list for company [authentication]
Registry verifies TN is served by applicant comppauthorization]
If verification is successful, Registry populateS Mecords for TN.
Registry notifies Applicant of success or reasarrdgection.
Registrant verifies provisioning viig.

CC1 ENUM LLC Provider ENUM Trial Registration Request Form

Send request to: provreg@enumlic.com

COMPANY NAME

TELEPHONE NUMBER
TO BE REGISTERED

NAME SERVER HOST
NAMES (IF NEW OR
CHANGE REQUEST)

Contact Information

NAME

EMAIL ADDRESS

CONTACT NUMBER

ACTION (SELECT 1) ADD NEW REGISTRATION

DELETE
MODIFY

“ Contact is single point of contact expected to weskies regarding numbers and Tier 2 name servers.
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APPENDI X 2
Test Case Template Definitions

Phase 2, Test la
Test Objective:
Initial ENUM Domain Registration, valid requestweervice add

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Applicant /Tier 2 Provider <Enter company name
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Applicant SPOC information

Applicant authorized e-mail address

Test Method:

Applicant provisions Tier 2 name servers, prefegramtiuding NAPTR records.
Applicant sends e-mail following request formatfrauthorized address to Registry. E-Mail includes:
Company name

TN to be registered

Name server host names

Contact information (hame, email, contact telephone number

Registry verifies source e-mail address is onaigkd list for company [authentication]
Registry verifies TN is served by applicant compgauthorization}

If verification is successful, Registry populateS Mecords for TN.

10 Registry notifies Applicant of success or reasarrégection.

11. Registrant verifies provisioning vidg.

CoNooAWNE

Expected Test Outputs:

Registration succeeds.

TN authorization screen print ?
Registry notification e-mail
Registrantdig output

PN PE

Test Evaluation:

Pass
Fail

Test Comments:
<Enter comments here.>

® Contact is single point of contact expected tokwssues re numbers and Tier 2 name servers.
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Phase 2, Test 1b
Test Objective:

Initial ENUM Domain Registration, new service atlialid request — applicant fails authentication

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Applicant /Tier 2 Provider <Enter company hame
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Applicant SPOC information

Applicant non-authorized e-mail address

Test Method:
1. Applicant provisions Tier 2 name servers, preferattiuding NAPTR records.
2. Applicant sends e-mail following request formatfroon-authorized address to Registry. E-Mail inekud
i. Company name
ii. TN to be registered
iii. Name server host names
iv. Contact information (name, email, contact telephone number
3. Registry determines source e-mail addressti®n authorized list for company [authentication]
4. Registry notifies Applicant of reason for rejection

Expected Test Outputs:

Registration fails.
1. Registry notification e-mail

Test Evaluation:

Pass [ ]
Fail

Test Comments:
<Enter comments here.>

® Contact is single point of contact expected to weskies re numbers and Tier 2 name servers.
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Phase 2. Test 1c
Test Objective:

Initial ENUM Domain Registration, new service atliyalid request — TN not allocated to applicant

Test History:

Test Date

<Enter test date>

Test Iteration Number

%

<Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Applicant /Tier 2 Provider

<Enter company name

Tier 1 Registry AT&T
Test Inputs:
Input Value(s)

Telephone Number (not allocated to applicant)

DNS name server host names

Applicant SPOC information

Applicant authorized e-mail address

Test Method:

1. Applicant provisions Tier 2 name servers, preferattiuding NAPTR records.

2. Applicant sends e-mail following request formatfroon-authorized address to Registry. E-Mail inekud

i. Company name
ii. TN to be registered

iii. Name server host names

iv. Contacf information (name, email, contact telephone number
3. Registry determines source e-mail address is thodred list for company [authentication]
4. Registry determines TN ot allocated to applicant company [authorization]
5. Registry notifies Applicant of reason for rejection

Expected Test Outputs:

Registration fails.
1. TN authorization screen print ?
2. Registry notification e-mail

Test Evaluation:

Pass [ |
Fail []

Test Comments:
<Enter comments here.>

" Contact is single point of contact expected to weskies re numbers and Tier 2 name servers.
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Phase 2, Test 1d
Test Objective:

Port from non-participating service provider

Test History:

Test Date

<Enter test date>

Test Iteration Number

%

<Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Applicant /Tier 2 Provider

<Enter company name

Tier 1 Registry AT&T
Test Inputs:
Input Value(s)

Telephone Number

DNS name server host names

Applicant SPOC information

Applicant authorized e-mail address

Test Method:

1. Applicant provisions Tier 2 name servers, preferattiuding NAPTR records.
2. Applicant ports number from non-participating seevprovider.

3. Applicant sends e-mail following request formatfrauthorized address to Registry. E-Mail includes:

I. Company name
ii. TN to be registered

iii. Name server host names

iv. Contact information (name, email, contact telephone nuber

©No oA

Registrant verifies provisioning viig.

Expected Test Outputs:

Registration succeeds.
1. TN authorization screen print ?
2. Registry notification e-mail
3. Registrandig output

Test Evaluation:

Pass
Fail

Test Comments:
<Enter comments here.>

Registry verifies source e-mail address is onaigkd list for company [authentication]
Registry verifies TN is served by applicant compgauthorization]

If verification is successful, Registry populateS Mecords for TN.

Registry notifies Applicant of success or reasarrégection.

8 Contact is single point of contact expected to weskies re numbers and Tier 2 name servers.
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Phase 2, Test 2a
Test Objective:

TN disconnect

Test History:

Test Date

<Enter test date>

Test Iteration Number

%

<Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Applicant /Tier 2 Provider

<Enter company name

Tier 1 Registry AT&T
Test Inputs:
Input Value(s)

Telephone Number

DNS name server host names

Applicant SPOC information

Applicant authorized e-mail address

Test Method:

1. Applicant sends e-mail following request formatfrauthorized address to Registry. E-Mail includes:

I. Company name

ii. TN to be removed
iii. Name server host names

iv. Contact information (name, email, contact telephone number

ogkwn

Expected Test Outputs:

Deletion succeeds.
1. TN authorization screen print ?
2. Registry notification e-mail
3. Registrantdig output

Test Evaluation:

Pass [ |
Fail []

Test Comments:
<Enter comments here.>

Registry verifies source e-mail address is onaigkd list for company [authentication]
Registry verifies TN is served by applicant compgauthorization]

If verification is successful, Registry deletes i¢8ords for TN.

Registry notifies Applicant of deletion.

Registrant verifies deletion vidig and removes Tier 2 records.

° Contact is single point of contact expected to weskies re numbers and Tier 2 name servers.
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Phase 2, Test 2b
Test Objective:
Port to non-participating service provider

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Registrant /Tier 2 Provider <Enter company Bam
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Registrant SPOC information

Registrant authorized e-mail address

Test Method:

1. Number is ported to non-participating service pdevi
2. On activation of port’ Registrant (donor service provider)sends e-m#idfiong request format from
authorized address to Registry. E-Mail includes:
i. Company name

. TN to be removed

iii. Name server host names

iv. Contact® information (name, email, contact telephone number
Registry verifies source e-mail address is onaigkd list for company [authentication]
Registry verifies TN is served by applicant compgawthorization]
If verification is successful, Registry deletes i¢Sords for TN.
Registry notifies Applicant of deletion.
Registrant verifies deletion vidig and removes Tier 2 records.

Nogakw

Expected Test Outputs:

Deletion succeeds.
1. TN authorization screen print ?
2. Registry notification e-malil
3. Registrandig output

Test Evaluation:

Pass [ |
Fail []

Test Comments:

Note that a PET participant must port one of itsmbars to a non-participant.
<Enter comments here.>

1 The donor should always send a delete requestid awdangling registration if the new SP is a panticipant. If the donor
request arrives after the port is activated, thevili fail authorization. In this case the registreeds to examine the existing (donor)
record and determine that it is no longer valid sagull it. In commercial implementation it is eqgbed that the Registry would use a
feed from the NPAC to remove the donor registratiithout the need for donor action.

1 Contact is single point of contact expected tokwissues re numbers and Tier 2 name servers.
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Phase 2, Test 3a
Test Objective:
Modify registration — name servers

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Registrant /Tier 2 Provider <Enter company Bam
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Registrant SPOC information

Registrant authorized e-mail address

Test Method:

1. Registrant sends e-mail following request formatrfrauthorized address to Registry. E-Mail includes:
i. Company name
. TN
ii.  New name server host names-set

2. Registry verifies source e-mail address is ona@ighd list for company [authentication]

3. Registry verifies TN is served by applicant compgaythorization]

4. |If verification is successful, Registry replaces #xisting set of NS records with the records basethe name
servers listed in the request..

5. Registry notifies Applicant of change.

6. Registrant verifies changes \da.

Expected Test Outputs:

Modification succeeds.
1. TN authorization screen print ?
2. Registry notification e-mail
3. Registrandig output

Test Evaluation:

Pass [ ]
Fail

Test Comments:

Note that a PET participant must port one of itmbars to a non-participant.
<Enter comments here.>

12 The Registrant shall provide the complete seist hames to be in the NS records when the reigiesmpleted.
The Registry will delete existing names not in &g$ and add names in this set that are not clynamvisioned.
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Phase 2, Test 3b
Test Objective:
Modify registration - contact info

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

ENUM Registrant /Tier 2 Provider <Enter company Bam
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Registrant SPOC information

Registrant authorized e-mail address

Test Method:

1. Registrant sends e-mail following request formatrfrauthorized address to Registry. E-Mail includes:
i. Company name
. TN
iii. New contacf information (name, email, contact telephone nuinber
2. Registry verifies source e-mail address is ona@ighd list for company [authentication]
3. Registry verifies TN is served by applicant compgaythorization]
4. |If verification is successful, Registry replaces #xisting contact info with the with the informaatiin the
request..
5. Registry notifies Registrant of change.

Expected Test Outputs:

Modification succeeds.
1. TN authorization screen print ?
2. Registry notification e-mail

Test Evaluation:

Pass [ |
Fail

Test Comments:

Note that a PET participant must port one of itmbars to a non-participant.
<Enter comments here.>

13 Contact is single point of contact expected to weskies re numbers and Tier 2 name servers.
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Phase 2, Test 4a
Test Objective:
Port service between [participating] providers

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

Old ENUM Registrant /Tier 2 Provider <Enter comparayne>
New ENUM Registrant/Tier 2 Provider <Enter compaiayne>
Tier 1 Registry AT&T

Test Inputs:

Input Value(s)

Telephone Number

DNS name server host names

Registrant SPOC information

Registrant authorized e-mail address

Test Method:

1. At port activatior®, registrant (donor service provider) sends e-fodlibwing request format from authorized
address to Registry. E-Mail includes:
i. Company name
ii. TN to be deleted
2. At port activation, registrant (recipient serviag®yider)sends e-mail following request format fraothorized
address to Registry. E-Mail includes:
i. Company name
ii. TN to be registered
iii. Name server host names
iv. Contact information (name, email, contact telephaomaber)
3. Registry verifies source e-mail address is on@ighd list for company [authentication] (both regts)
4. Registry verifies TN is served by applicant compgauthorization}®
5. If verification is successful, Registry replaces #xisting contact info with the with the infornatiin the
request..
6. Registry notifies Applicant of change.

Expected Test Outputs:

Replacement of registration succeeds.
1. TN authorization screen print ?
2. Registry notification e-mail

Test Evaluation:

Pass [ |
Fail []

Test Comments:

Note that a PET participant must port one of itmbars to a non-participant.
<Enter comments here.>

4 The donor should always send a delete requestid awdangling registration if the new SP is a panticipant. If the donor
request arrives after the port is activated bubteethe recipient request, then it will fail autization. In this case the registry needs
to examine the existing (donor) record and deteertiat it is no longer valid and so pull it. In cmercial implementation it is
expected that the Registry would use a feed fr@NRAC to remove the donor registration withoutrieed for donor action.
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Phase 3, Test 1
Test Objective:

Call from one service provider to another routeidgi®rovider ENUM. The call is assumed to be endrnd VolIP.

Test History:

Test Date

<Enter test date>

Test Iteration Number

<Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

Service Provider 1 (originator)

<Enter company name

Service Provider 2 (termination)

<Enter company @am

Test Inputs:

Input

Value(s)

Telephone Number

Test Method:

1. Originator and termination SPs define interconmectrchitecture. This includes physical and logical

%

connectivity (e.g. via Internet vs. dedicated féies), protocols (e.g., SIP), and other aspectatefconnection

(e.g., authentication, codecs, etc.)
2. Originator and termination SPs agree on test nusndned test times (to ensure calls are answered.)

3. Originator dials number, queries Provider ENUM Ré&gito obtain interconnection URI.

4. Originator resolves interconnection URI per agresimeéth terminating SP and sends call request,(eS¢P

INVITE).
5. Termination answers

Expected Test Outputs:

1. Interconnection architecture documentation

2. Call completion

3. Call records, if available

4. Protocol analysis trace if needed/available.

Test Evaluation:

Pass [ |
Fail []

Test Comments:
<Enter comments here.>
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Phase 3, Test 2a
Test Objective:

Call from one service provider to another usingvitter ENUM with differential resolution. The ca#l assumed to be
end-to-end VolIP. Originating Service Provider (&llpwed. Originating Service Provider (#2) disalkxy

Test History:

Test Date

<Enter test date>

Test Iteration Number

<Enter test iteration/run bem starting at 1 for the
first run>

%

Test Participants:

Service Provider 1 (originator)

<Enter company name

Service Provider 2 (termination - allowed)

<Entempany name>

Service Provider 3 (termination —disallowed)

<Emempany name>

Test Inputs:

Input

Value(s)

Telephone Number

Test Method:

1. Participating SPs define interconnection architectWhis includes physical and logical connectigiyg. via
Internet vs. dedicated facilities), protocols (e3JP), and other aspects of interconnection (awghentication,

codecs, etc.)

arwN

SIP INVITE)..
Termination SP 3 answers

No

Resolution ultimately fails.
8. SP2 records failure mode

Expected Test Outputs:

Terminating SP provisions Tier 2 for differentiakplution. (Methods various, TBD)
Originator SPs and termination SP agree on tegstito ensure calls are answered.
Originator SP 1 Originator dials number, queriesvitter ENUM Registry to obtain interconnection URI.
Originator SP 1 resolves interconnection URI peeament with terminating SP and sends call reqeegt,

1. Interconnection architecture documentation

2. Call completion/Failure

3. Dig trace showing resolution results
4. Call records, if available
5

Protocol analysis trace if needed/available.

Test Evaluation:

Pass [ ]
Fail

Test Comments:
<Enter comments here.>
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Phase 3, Test 2b

Test Objective:

Call from one service provider to another usingvitter ENUM with differential resolution. The ca#l assumed to be
end-to-end VolIP. Originating Service Provider (&llpwed. Originating Service Provider (#2) allowsith different
point-of-interconnection address.

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

Service Provider 1 (originator POI 1) <Enter compaame>
Service Provider 2 (POI 2) <Enter company hame>
Service Provider 3 (termination) <Enter company @am
Test Inputs:

Input Value(s)

Telephone Number

Test Method:

1.

arwN

© N

Participating SPs define interconnection architextiihis includes physical and logical connectiyeyg. via
Internet vs. dedicated facilities), protocols (eSJP), and other aspects of interconnection (awghentication,
codecs, etc.)

Terminating SP provisions Tier 2 for differentiakplution. (Methods various, TBD)

Originator SPs and termination SP agree on tegtstitl ensure calls are answered.

Originator SP 1 Originator dials number, queriesvitter ENUM Registry to obtain interconnection URI.
Originator SP 1 resolves interconnection URI peeament with terminating SP and sends call reqeest,
SIP INVITE)..

Termination SP 3 answers

Originator SP 2 dials number dials number, quePieider ENUM Registry to obtain interconnection lUR
Originator SP 1 resolves interconnection URI peeament with terminating SP and sends call reqeest,
SIP INVITE)..

Termination SP3 answers

Expected Test Outputs:

1.

2
3.
4,
5

Interconnection architecture documentation
Call completion/Failure

Dig trace showing resolution results

Call records, if available

Protocol analysis trace if needed/available.

Test Evaluation:

Pass

Fail

Test Comments:
<Enter comments here.>
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Phase 3, test 3a

Test Objective:

Call from a PET service provider to a non-NANP n@mbsing DNAME records to link to the foreign traée call is
assumed to be end-to-end VolP.

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

Service Provider 1 (PET participant <Enter compaagme>
Foreign Correspondent SP <Enter company name>
Test Inputs:

Input Value(s)

Telephone Number

Test Method:

1.
2.

Registry provisions linkage to foreign tree via DME records.

Originator and termination SPs define interconmectrchitecture. This includes physical and logical
connectivity (e.g. via Internet vs. dedicated fées), protocols (e.g., SIP), and other aspecistefconnection
(e.g., authentication, codecs, etc.)

Originator SPs and termination SP agree on tegstitl ensure calls are answered.

Originator dials number, queries Provider ENUM Ré&yito obtain interconnection URI.

Originator resolves interconnection URI per agresméth terminating SP and sends call request,(eStP
INVITE).

Termination SP answers.

Expected Test Outputs:

1.

2
3.
4,
5

Interconnection architecture documentation
Call completion/Failure

Dig trace showing resolution results

Call records, if available

Protocol analysis trace if needed/available.

Test Evaluation:

Fail []

Pass [ |

Test Comments:
<Enter comments here.>
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Phase 3, Test 3b

Test Objective:

Call from an SP using a foreign ENUM tree to a Relvice provider number using DNAME records to liakhe PET
tree. The call is assumed to be end-to-end VolP.

Test History:

Test Date <Enter test date>
Test Iteration Number <Enter test iteration/run bem starting at 1 for the
first run>

Test Participants:

Service Provider 1 (PET participant) <Enter compaagne>
Foreign Registry <Enter company hame>
Foreign Correspondent SP <Enter company name>
Test Inputs:

Input Value(s)

Telephone Number

Test Method:

1.
2.

Foreign Registry provisions linkage to foreign tiwée DNAME records.

Originator and termination SPs define interconioecarchitecture. This includes physical and lobica
connectivity (e.g. via Internet vs. dedicated féies), protocols (e.g., SIP), and other aspecistefconnection
(e.g., authentication, codecs, etc.)

Originator SPs and termination SP agree on tegstito ensure calls are answered.

Originator dials number, queries Provider ENUM Ré&yito obtain interconnection URI.

Originator resolves interconnection URI per agresméth terminating SP and sends call request,(eStP
INVITE).

Termination SP answers.

Expected Test Outputs:

1.

2
3.
4,
5

Interconnection architecture documentation
Call completion/Failure

Dig trace showing resolution results

Call records, if available

Protocol analysis trace if needed/available.

Test Evaluation:

Fail []

Pass [ |

Test Comments:
<Enter comments here.>
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APPENDIX 3
Test Case Summary Table

Phase Test Title AT&T Charter Qwest  Verizon  Liberty
1 1 Tier 2 Infrastructure established 9/28/2006 /ZAQ7 X 1/7/2007  9/28/2006
2 1A Initial ENUM Domain 9/28/2006 10/23/2006 10/5/2006 1/11/2007 9/28/2006
Registration, valid request, new
service add
1B Initial ENUM Domain 10/18/2006

Registration, new service add,
Invalid request — applicant fails
authentication
1C Initial ENUM Domain 10/5/2006
Registration, new service add,
Invalid request — TN not
allocated to applicant
1D Port from non-participating
service provider

2A Removal of Registration, TN
disconnect

2B Removal of Registration, Port to
non-participating service

provider

3A Modify registration — name
servers

3B Modify registration - contact
info

4A Number Portability Synch, Port
service between [participating]
providers

3 1A Call from one service provider to 1/16/2007  5/15/2007 1/16/2007  2/22/2007

another routed using Provider
ENUM.

2A Call from one service provider to
another using Provider ENUM
with differential resolution.
Originating Service Provider
(#1) allowed. Originating
Service Provider (#2)
disallowed.

2B Call from one service provider to 5/3/2007
another using Provider ENUM
with differential resolution.
Originating Service Provider
(#2) allowed with different
point-of-interconnection address.

3A Call from a PET service provider 5/10/2007 5/10/2007  5/10/2007
to a non-NANP number using
DNAME records to link to the
foreign tree.

3B Call from an SP using a foreign N/A N/A N/A N/A
ENUM tree to a PET service
provider number using DNAME
records to link to the PET tree.
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APPENDI X 4
Sample Test Cases

Phase 2, Test 1a

Test Objective:

Initial ENUM Domain Registration, valid requestweervice add

Test History:

Test Date

9/28/06

Test Iteration Number

1

Test Participants:

ENUM Applicant /Tier 2 Provider

West Liberty

Tier 1 Registry AT&T
Test Inputs:
Input Value(s)

Telephone Number

319-627-XXXX

DNS name server host names

nsl.federatedtelepbome.c
ns2.federatedtelephone.com

Applicant SPOC information

Name: Andrew Gallant
Email address: abgallant@xxxx
Contact telephone number:
+1 301-762-XXXX

Applicant authorized e-mail address

Andrew Gal[abgallant@ xxxx]

Test Method:

Company name
TN to be registered
Name server host names

CoNooUA~WNE

Applicant provisions Tier 2 name servers, preferamtiuding NAPTR records.
Applicant sends e-mail following request formatfrauthorized address to Registry. E-Mail includes:

Contact® information (name, email, contact telephone number
Registry verifies source e-mail address is onaigkd list for company [authentication]
Registry verifies TN is served by applicant compfathorization}
If verification is successful, Registry populateS Mecords for TN.

10 Registry notifies Applicant of success or reasarrégection.

11. Registrant verifies provisioning vidg.

Expected Test Outputs:

1. Registration succeeds.

2. TN authorization screen print ?
3. Registry notification e-mail

4. Registrandig output

Test Evaluation:
Pass X
Fail []

Test Comments:

16 Contact is single point of contact expected toksissues re numbers and Tier 2 name servers.
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Phase 2, Test 1c

Test Objective:

Initial ENUM Domain Registration, new service atliyalid request — TN not allocated to applicant

Test History:

Test Date

Thu 10/5/2006 2:41 PM

Test Iteration Number 1

Test Participants:

ENUM Applicant /Tier 2 Provider AT&T

Tier 1 Registry AT&T

Test Inputs:

Input Value(s)
Telephone Number (not allocated to applicant) +8 BBL XXXX

DNS name server host names

tier2.no-ip.info

Applicant SPOC information

Name: Steven Lind
Email address: sdlind@att.com
Contact telephone number: +1 973 236 XXXX

Applicant authorized e-mail address

sdlind @xxxx

Test Method:

1. Applicant provisions Tier 2 name servers, prefgrattluding NAPTR records.

2. Applicant sends e-mail following request formatfroon-authorized address to Registry. E-Mail inekud

v. Company name
vi. TN to be registered

vii. Name server host names

viii. Contact’ information (name, email, contact telephone number
3. Registry determines source e-mail address is thodged list for company [authentication]
4. Registry determines TN ot allocated to applicant company [authorization]
5. Registry notifies Applicant of reason for rejection

Expected Test Outputs:

Registration fails.
1. TN authorization screen print ?
2. Registry notification e-mail

Test Evaluation:

Pass X
Fail L]

Test Comments:

Registry Email to Applicant Wed 10/18/2006 4:46 PM

Steve,

| am unable to register 908-561-XXXX into Tier 1 because it is a VZ phone number. Please see the attached

Exchange Info for your reference.

---Armstrong Soo

" Contact is single point of contact expected toksissues re numbers and Tier 2 name servers.
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Detailed Exchange Information about (908) 561
(908) 561-0000 to 9999

« LATA =224, NORTH JERSEY NJ
- VERIZON NEW JERSEY, INC. (RBOC), OCN=9206
«  VERIZON COMMUNICATION (GENERAL), AOCN=9200 Administrative

From:

Sent:

To: !

Cc:"# $ % "&™" () * +",

Subject: + ! - "o &"$

Armstrong,

Please attempt to register this number. It should fail because it is not (technically) presubscribed to AT&T.
Steve

(c) 2007 CC1 ENUM LLC. ALL RIGHTS RESERVED
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Phase 3, Test 1
Test Objective:

Call from one service provider to another routedgi®rovider ENUM. The call is assumed to be endstd VolP

Test History:

Test Date January 16, 2007

Test Iteration Number 1

Test Participants:

Service Provider 1 (originator) AT&T

Service Provider 2 (termination) Verizon

Test Inputs:

Input Value(s)

Telephone Number 1925824 XXXX
1972729XXXX

Test Method:

1. Originator and termination SPs define interconmectrchitecture. This includes physical and logical
connectivity (e.g. via Internet vs. dedicated féies), protocols (e.g., SIP), and other aspecistefconnection
(e.g., authentication, codecs, etc.)

Originator and termination SPs agree on test nusndned test times (to ensure calls are answered.)
Originator dials number, queries Provider ENUM Ré&yito obtain interconnection URI.

Originator resolves interconnection URI per agresméth terminating SP and ends INVITE.

Termination answers

arwN

Expected Test Outputs:

3. Interconnection architecture documentation
4. Call completion

5. Call records, if available

6. Protocol analysis trace if needed/available.

Test Evaluation:
Pass X
Fail []

Test Comments:

All ENUM queries went through Tier 1 and Tier 2\saras expected. Both AT&T and VZ end-user softsofX-Lite)
were connected to their respective Softswitch yiarBNextel's cellular Internet connections.

(c) 2007 CC1 ENUM LLC. ALL RIGHTS RESERVED 28



