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1 INTRODUCTION

1.1 General

The CC1 ENUM LLC (the “LLC”) is seeking to buildemmmercial implementation of
Provider ENUM that is consistent with the relevapen standards of the Internet
Engineering Task Force (IETF) and the Internatidredecommunication Union (ITU),
upon which ENUM is based. The LLC will help to ilement a Provider ENUM system
for those service providers within the United Stdteat choose to participate. It is
intended that the LLC implementation of ProviderUBW will adhere to national and
industry privacy requirements. For the purposeggponding to this RFP, the LLC
would consider entering into a contract with thesdgm vendor for an initial period of
Four (4) years with the mutually agreed upon optibtwo (2) extensions of the contract
for a period of two (2) years each based on thel@emeeting the defined performance
requirements. The vendor must furnish the necegsasonnel, material, equipment,
services, and facilities (except as otherwise $igelito perform the requirements stated
in this Request for Proposal (RFP). The exact duraif the contract will be negotiated
with the chosen vendor.

All capitalized terms used herein shall have thammeg ascribed to them as set forth in
Section 3.0 of Annex 1 (Definitions) attached heret

1.1.1 Purpose of Request for Proposal

The purpose of this RFP is to invite interestedigai(hereinafter referred to as the
"bidder") to provide a proposal to perform the CoyiCode 1 (CC1) ENUM LLC
Provider ENUM Tier 0/1 Registry function for parpating service providers. The
bidder's response should be based upon the saiifis provided in this RFP.
SUBMISSION OF A RESPONSE TO THIS RFP INDICATES BIDDER’S
CONSENT TO ABIDE BY ALL REQUIREMENTS AND PROCEDURES
ESTABLISHED HEREIN.

1.1.2 Confidentiality and Use of RFP Information by Bidde

Respondents shall use this RFP and any other iatowmfurnished to them in
conjunction with this RFP solely for the purposésesponding to this RFP.
Reproduction of any part of this RFP is authoriaaty for the preparation of a proposal.

No publicity or news releases pertaining to thigPRfesponses to this RFP or discussions
of any kind regarding the Requirements or the seleof a bidder may be released
without the prior written approval of the LLC.

All bidders shall develop responses based on tRR &d any other information
furnished/referenced by the LLC during the biddimgcess; any enhancements to the
basic requirements shall be clearly identified.



1.1.3 Bidder's Information

During the bidding and selection process, the bidgeoposal will be considered
confidential. The LLC's expectation is that thep@sse to the RFP would NOT be
proprietary in nature. If the bidder believes tihaiust provide proprietary information
in order to satisfy the provisions of the RFP, thidtler must discuss that situation with
the LLC and receive explicit permission from theQ.before responding to the RFP.
Any information submitted by the bidder without theC’s express written consent shall
be deemed to be non-proprietary in nature regadieany markings set forth thereon.
Any information the bidder wishes to be considgueaprietary must be clearly labeled
as such. Any information not clearly labeled ashswill be considered non-proprietary.
If any information is clearly labeled as proprigtahe bidder may be asked at a later date
to provide another copy of bidder’s proposal withgrietary information redacted. If
the LLC has given permission for the bidder touide proprietary material, then, at the
bidder’s request, the LLC and its consultant(saniy, will consider executing a non-
disclosure statement substantially in the form aimetd in Annex 2 to protect clearly
labeled proprietary material.

At the end of the selection process, the LLC véthin the master copy of each bidder’s
proposal.

1.1.4 Selection Process

The LLC will evaluate each proposal from an oveaalinistration, business (e.qg.,
financial stability), price and operations perspecto ensure efficient and effective Tier
0/1 administration.

The LLC may make use of an independent consultaassist in the evaluation of the
proposals and to make recommendations to the Lk@sf@onsideration in the selection
process. Further details regarding the evaluatiberi@ can be found in Section 4.1. A
detailed list of the events associated with thi®REn be found in “CC1 ENUM LLC
Provider ENUM RFP Schedule of Events” to be postedhe LLC’s web site.

1.1.5 Inquiries

All inquiries related to this RFP or its requirerteshould be submitted by electronic
mail to the LLC Chair at the following address:

Chairman, CC1 ENUM LLC
chair@enumllc.com

It is the intention of the LLC to share both theegtions and subsequent responses with

all bidders under consideration at the time thestjae is raised. This will be handled by

emailing responses. The identity of the requestorgpany shall be withheld. Telephone
inquires will not be accommodated.



The LLC reserves the right to request additionfdrimation or clarification from any or
all bidders on the proposals received. Bidderstrsuismit written responses to such
requests within one week upon receipt of requesh fihe LLC.

1.1.6 Indemnification

The bidder agrees to indemnify and hold harmles4.tiC and its officers, employees,
agents, contractors, consultants, counsel, asaséts Members and their Affiliates (as
defined in Par. 1.3) together with the officers pémgees, agents, contractors, consultants
and counsel of such Members and Affiliates for ang all liabilities, demands, damages,
expenses and losses arising from this RFP andubsequent contract award. The
bidder shall be solely responsible for any claiomsts or damages it incurs in connection
with its participation in this RFP.

1.2 Impact of Regulation and Legislation on this Procuement

The LLC is issuing this RFP. Bidders should berawhat the US government, through
legislation or other mandates, might establishguedi that may affect the decisions made
by the LLC or the execution of the final contrazbe managed by the LLC. Each bidder
will be solely responsible for ensuring that thddar's proposal complies with all
applicable US laws, statutes, ordinances, andguiaégons, including without limitation
those enacted or enforced by national, state, amdaipal authorities.

1.3 Eligibility to Submit Proposals
1.3.1 Neutral Third Party

The Provider ENUM Tier 0/1 registry business shallawarded to a "neutral third
party.” A neutral third party is an entity that:

a) is not a Member of the LLC, as that term isref in Article 1 of the Country
Code 1 Enum LLC Limited Liability Company OperatiAgreement (the "Operating
Agreement"), as amended; and

b) is not an Affiliate of a Member. An Affiliatef a Member is an individual or
entity that directly or indirectly, through onempore intermediaries, controls, is
controlled by, or is under common control with, alber or an entity that is seeking
admission as a Member. The term "control” in theceding sentence means either the
right to exercise, directly or indirectly, more thign percent (10%) of the voting rights
attributable to the controlled entity, or the owstep, directly or indirectly, of more than
ten percent (10%) of the total interest in the ipsadr losses of the controlled entity. For
purposes of determining whether an entity or Meniban Affiliate of another entity or
Member, transactions which result in the requisttetrol being achieved, as set forth in
the Operating Agreement, through merger, consatidair by other means by which one
or more Members no longer exist as a separate éedgidy, shall be included. In
addition, for purposes of determining whether aingtzat point in time such control is
achieved, rights to exercise voting rights attréilé to the controlled entity shall only be
considered in determining whether the requisitets@nd ownership exceed ten percent



(10%) when such rights and ownership have beerlyegansferred, assigned and
conveyed, thereby entitling such transferee teettatusive exercise of such rights and
the exclusive benefit of such ownership. By wagxdmple only and without limitation,
such "control" of a Member shall be consideredaeehbeen achieved upon the actual
transfer, assignment and conveyance of that nuoflsdrares of stock of a Member to a
transferee which gives such transferee ownershgboak in the Member which exceeds
the ten percent (10%) of the Member's voting rigintsiterests in profits and losses.

1.3.2 Subcontractors

Proposals must fully disclose and document anyiBeo\ENUM Tier 0/1 contract
activities that bidders intend to have performedlsubcontractor. In addition, any
changes in the use of subcontractors must be uptiatbe LLC after award of the
contract. The LLC reserves the sole right to appravreject the use of one or more
subcontractors for any reason.

1.3.3 Location

A proposal will only be considered if it is subredtby an entity that is authorized to
conduct business within the United States of Anaeriche bidder must have a physical
presence that is in the US and must be able tagtes that all primary locations of the
registry will remain within the US. All proposalsat do not meet this criterion will be
rejected.

The legal jurisdiction under which the contractlwié executed and maintained will be
solely determined by the LLC.

1.3.4 General Background and Experience of Bidder(s)

Proposals shall contain a concise description®fptimcipal business of the bidder and
any subcontractors, including such items as compackground, characteristics of
business strength, performance support for whdtlqmatentially be a multi-year, multi-
state business award, accomplishments and capebilihich demonstrate a strong
foundation for managing and administering Domaimidesystem (“DNS”) services,
policies and procedures that will ensure evenhat@atiment of all Service Providers of
Record, and certification that the bidder and arycsntractor(s) shall comply with the
applicable provisions of this RFP.

Proposals shall also include a concise descrigtidhe DNS experience of the bidder
and any subcontractors, including such items adymts and services offered, customers
served, successful performance of the functiondsglequired by this RFP on activities
performed for other customers, and customer bentsigt resulted from such successful
performance.

1.3.5 Financial Details

Proposals shall include a concise description @fittancial condition of the bidder and
any subcontractors. Responses should include tisé necent annual report or audited



financial statement of the bidder and any subcetdra. Proposals shall include all
characteristics of bidder(s) financial strengtlsapport what could potentially be a multi-
year, multi-jurisdiction business award.

1.3.6 Contractual Continuity

The bidder must certify that it can and will fingadty and operationally support the
ENUM LLC Provider ENUM Tier 0/1 Registry functiooif the duration of the award.
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2 BIDDER/VENDOR REQUIREMENTS

The proposal must describe how the bidder will enpént the necessary infrastructure,
systems and policies to meet the technical andatipeal requirements described herein.
The reference document for these requirements hffieal and Operational
Requirements for a Provider ENUM Tier 0/1 Registmythe United States” is contained
in Annex 1.

Proposals must fully address all requirements @oadain this document and any of its
annexes, even if not specifically referenced is Bidder/Vendor Requirements section.

2.1 Tier 1B Registry Operation

The proposal provided by the bidder must addres$affowing points:

The proposal must describe how the bidder wouldt teeReqgistry Database
requirements (R1-R5) contained in section 5.1 afiédl.

The proposal must describe how the bidder wouldt teeShared
Registration System requirements (R6-R13) contaimeection 5.2 of Annex
1.

The proposal must describe how the bidder wouldt theeZone Data
requirements (R14-R22) contained in section 5.A2rofex 1.

The proposal must describe how the bidder wouldt tieeContactinfo
requirements (R23-R37) contained in section 5. Arofex 1.

The proposal must describe how the bidder wouldt teeCaching
requirements (R76) contained in section 5.6 of Anhe

The proposal must describe how the bidder wouldt teeSystem Turn-Up
and Testing requirements (R77-R79) contained iti@ed.7 of Annex 1.

The proposal must describe how the bidder wouldt theeOperations and
Maintenance requirements (R80-R89) contained itised.8 of Annex 1.

The proposal must describe how the bidder wouldt teeSystems Recovery
requirements (R90-R94) contained in section 5.A8rofex 1.

The proposal must describe how the bidder wouldt teeDatabase Escrow
and Backup requirements (R95-R104) contained iticseb.10 of Annex 1.

The proposal must describe how the bidder wouldt teeTechnical and
Other Support requirements (R105-R107) containesation 5.11 of Annex
1.
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The proposal must describe how the bidder wouldt tneeTransition
requirements (R108-R110) contained in section bfl&nnex 1.

The proposal must describe how the bidder wouldt teeAccommodation
of Future Internet Architectural Enhancement regmuients (R111-R112)
contained in section 5.13 of Annex 1.

2.2 Domain Name System

The Provider ENUM Tier 0/1 Registry must complytwatll relevant IETF RFCs and all
relevant industry best practices. The bidder miesttify those RFCs with which its
proposal would comply. The bidder must identifysaaelevant industry best practices
with which it complies and either submit an onliimk to that best practice or attach a
copy of the best practice if it is not availabldio.

2.3 Security

The proposal provided by the bidder must addres$alfowing points:

The proposal must describe how the bidder wouldt theegeneral Security
requirements (R38-R46) contained in sections 5b55.1 of Annex 1.

The proposal must describe how the bidder wouldt teePhysical Security
requirements (R47-R55) contained in section 5.5&nmex 1.

The proposal must describe how the bidder wouldt teeNetwork Security
requirements (R56-R67) contained in section 5.58nmex 1.

The proposal must describe how the bidder wouldt theeBackup Security
requirements (R68-R70) contained in section 5.5 Anmex 1.

The proposal must describe how the bidder wouldt teeSecurity Audit and
Reporting requirements (R71-R74) contained in eadi5.5 of Annex 1.

The proposal must describe how the bidder wouldt teeResolution Access
Control requirements (R75) contained in sectiontbdd Annex 1.

2.4 Service Levels

The proposal provided by the bidder must addres$alfowing points:

The proposal must describe how the bidder wouldt theeService
Availability requirements (R113-R125) containedsettion 6.1 of Annex 1.

The proposal must describe how the bidder wouldt teeProcessing Time
requirements (R126-R129) contained in section 6Anmex 1.

The proposal must describe how the bidder wouldt teeUpdate Frequency
requirements (R130-R134) contained in section 6Anmex 1.
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« The proposal must describe how the bidder wouldt theeCross-Network
Name Server Performance requirements (R135) catamsection 6.4 of
Annex 1.

« The proposal must describe how the bidder wouldt theelnternet
Connectivity requirements (R136) contained in s&c6.5 of Annex 1.

e The proposal must describe the levels bidder pegpte Shared Registration
System Service Level requirements (R137-R141) cosdan section 6.6 of
Annex 1.

« The proposal must describe how the bidder wouldt theeReports and Files
requirements (R142-R151and R168-R173) containeeéétions 6.7 and 10 of
Annex 1.

2.5 Interface Requirements

The proposal must describe how the bidder wouldt tineelnterface requirements
(R152-R164) contained in section 7 of Annex 1.

2.5.1 Regqistry Agreements

The Registry operator must work with the LLC to élep a Registry/SPR agreement.
This agreement will require the SPR to comply wiit& procedures detailed in Section 8.
In addition to the provisioning procedures, the iReg/SPR agreement will detail data
privacy requirements.

The Registry must work with the LLC to develop atagreement that would allow
approved service providers access to the dateiRéyistry.

2.6 Provisioning Requirements

The proposal must describe how the bidder wouldt tieeProvisioning requirements
(R165-R167) contained in section 8 of Annex 1.

2.7 Miscellaneous Requirements

The proposal must describe how the bidder wouldt theerequirements contained in the
subsections below.

2.7.1 Audits

The bidder should note that audits (e.qg., financpérational, contract compliance,
neutrality) will be an integral part of the contracd the bidder must describe how it
would participate in and comply with such audithe LLC will choose an auditor, but
the selected vendor will be expected to pay aB,feests, and expenses of the audits to
be conducted. Such audits may be conducted byesigrthted auditor after six months
of registry operation and thereafter on an annasisbor other reasonable interval
selected at the sole direction of the LLC.
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2.7.2 Hours of Operation, Communications and Staffing iRegnents

Registry capabilities shall be available twentyffbours per day, seven days a week
(24/7). Bidder must describe staffing plans toueashat qualified personnel will be
available or on call at all times in case of operatl problems. The proposal must
describe the planned availability of other Regi$tnyctions such as SPR billing and
account inquiries.

The Registry operator must also provide mechan{gngs, voicemail, e-mail, facsimile,
etc.) to be accessible on a 7-day, 24-hour badidlyomeet the needs of SPRs in the case
of non-critical inquiries or questions. It is @qgped that the Provider ENUM Tier 0/1
Registry operator will respond within one busingag to inquiries or questions

submitted outside of normal business hours. Nobaainess hours are defined as from
8:00 AM Eastern Time until 5:00 PM Pacific Time, Miay through Friday.

Each member of the Registry’s team must be reaeliabé separately assigned,
individual telephone number. The phone system miastide the capability to allow the
caller to leave a message easily. This can bengueghed by an electronic messaging
system that allows the caller to leave a messagégperson called along with a date
and time stamp for each message. In addition, aamuation capability for each
member of the Registry’s team via emalil is required

Staffing must be at an appropriate level to entumethe Registry can efficiently perform
the functions identified in this RFP, and providedly responses. If situations warrant,

the staff must also be available at other timesmdekenecessary to meet the needs of the
providers.

Proposed staffing profiles and levels, as welhasphysical location of the Staff, must be
part of the bidder’s response. Proposals shalidedetailed job descriptions and a
resume for each individual that has been curreddtified to perform any of the
Registry’s key functions.

2.7.3 Testing

During the selection process, bidders may be régddes demonstrate prototype or
representative system functionality for evaluatowl/or to make arrangements on their
own premises to facilitate joint testing at no dosthe LLC.

The selected vendor will be required to furnishtesysfunctionality for evaluation and
testing and/or to make arrangements on their owmises for facilitating joint testing
during, at a minimum, a beta test period, at nd¢ tmthe LLC.

2.7.4 Global Infrastructure ENUM

If and when consensus is reached on a global dremafrier/infrastructure ENUM, the
contract award recipient must make accommodatimnsigrate all registrations to the
global tree as soon as practicable and at thetitineof the LLC.
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2.7.5 Intellectual Property

The bidder must identify any of its own intelledtpeoperty that will be used in the
operations of the Provider ENUM Tier 0/1 Regis#iny IPR licensing requirements are
the responsibility of the bidder. The LLC shalroor be entitled to either an exclusive
or a nonexclusive license to use all intellectualperty produced by the vendor incident
to the establishment or operation of the ProvideUM Tier 0/1 registry, whether
produced at the instance of the LLC or by the vemathe vendor’s own initiative,
including the ownership or license rights to anfpgare, data (excluding data
proprietary to a member of the LLC or other Pengorchasing goods or services from
the vendor not essential to the operation of tleeiBer ENUM Tier 0/1 registry
function), and any matter which is or may be sulje@ny patent, copyright, or mark
registration. The LLC shall own all right, titland interest, including all copyright,
patent and other intellectual property rights paitg thereto, in and to the Provider
ENUM Tier 0/1 registry compiled in connection wite establishment or operation;
provided, however, that it is expressly understand agreed that ownership of the
Provider ENUM Tier 0/1 registry shall not, nor dhabe deemed to, bestow upon the
LLC, any of its members or any vendor any riglite tor interest in and to any user data
or to grant any license or other right, whetheoable or irrevocable, or whether
exclusive or non-exclusive, with respect to suddr asta, it being expressly understood
and agreed by the LLC and that all such righté wespect to the user data shall be
governed by and set forth in any user agreeméiiis. LLC shall grant to the vendor a
non-exclusive license to use the Provider ENUM TDidrregistry for the purpose of the
vendor fulfilling its contract obligations to the.C during the term of such contract
between the vendor and the LLC.

The contract shall provide that upon the termimgteancellation, or expiration of the
contract between the vendor and the LLC, or atteng upon the request of the LLC or
one of its members, the vendor shall deliver a detaopy of the Provider ENUM Tier
0/1 registry, including but not limited to Registbata (zone files, Contactinfo data, etc.),
to the LLC and all of the rights and licenses gedrity the LLC to the vendor shall
terminate. The contract shall provide that thedegrshall provide to the LLC all
technical information and know-how and such sofenagcessary to enable the LLC, its
members, or their respective designees, upon theriation, cancellation, or expiration
of the contract between the vendor and the LLOpterate the Provider ENUM Tier 0/1
registry either through the Provider ENUM Tier @éBistry or through a registry
provided to the LLC through a successor vendor,alickense to use all such necessary
technical information and know-how and such sofenend hardware as is necessary to
manipulate, use, and operate the Provider ENUM (7teregistry for such time as may
be reasonably necessary to convert the ENUM Tierdlistry to and manipulate,
operate and use in a format useable under a diffemnfiguration of software and
hardware, but this requirement shall not permitlth€ to operate the Provider ENUM
Tier 0/1 registry either itself or through a regysservices provided to the LLC through a
successor vendor except upon the termination, datioa, or expiration of the contract
between the vendor and the LLC and thereafter.
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3 Instructions for Submitting Proposals

3.1 Content Structure

The bidder is responsible for any and all costsarired in the preparation of the response
to this RFP. The bidder's proposal shall congigt@following separate Tabs:

Tab 1 Proposal Summary

Tab 2 Functional and Technical Requirements
Tab 3 Price

Tab 4 Bidder Background and Vision

RESTRICT PRICE FIGURES TO TAB 3 OF THE RESPONSBp@sals must
specifically state how the bidder intends to meebhendividual requirement of the RFP.
Responses such as “in compliance,” or “fully coragli etc., ar@ot generally
acceptable; detailed responses are expected tonb&red within the proposal. All
proposals meeting the stated requirements andfgadions, except for minor exceptions
and/or deviations, shall be considered. Failunaéet requirements may disqualify a
proposal from the selection process. All biddéalsdevelop responses based on this
RFP and any other information furnished/referermgthe LLC during the bidding
process; any enhancements to the basic requirersiegite clearly identified.

Proposals having exceptions and deviations shaibhsidered only if the following
conditions are satisfied:

a) All exceptions and deviations, including enhancetsiginom the specifications
are explicitly stated in the Proposal Summary; and

b) All exceptions and deviations, including enhancetsieare appropriately justified
on the basis of performance, schedule and/or velatiice.

3.2 Proposal Content

In addition to other proposal content specifiecdetsere in this RFP, each proposal must
include the following information, organized intbk as specified below:

3.2.1 Proposal Summary (TAB 1)

This tab should summarize all key features of hidderoposal. All deviations and
exceptions from the RFP should be stated, andeé jbstification given. A more
detailed justification may be included in the thhttcovers the subject.

3.2.2 Functional and Technical Requirements (TAB 2)

This section should provide detailed informatioganeling the proposal, using the
requirements contained in Section 2 as an outline.
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In addition, this section should describe sepayatel services or functions, if any, the
bidder proposes to perform as part of CC1 ENUM rgangnt in addition to those listed
in the RFP.

3.2.3 Pricing (TAB 3)

This tab shall include a description of the propogecing of the registry’s services. All
pricing information shall be limited solely to theb.

Bidder should describe, in detail, how bidder wilver costs of developing,
implementing, and operating the Provider ENUM T&r infrastructure as described in
this RFP. This tab should address how bidder woaler the costs of all requirements
set forth in this RFP. Proposals should projetitfete and explain annual vendor costs
for the development and operation of this systesurh a way to permit the LLC to
match those costs to specific vendor requiremelfitiie bidder is proposing any
additional functionality beyond that describedhistRFP, the associated vendor costs for
this additional functionality must be stated sefyaNo cost or portion of the cost of
developing, implementing, and/or operating the RlFevENUM Tier 0/1 infrastructure

will be borne by the LLC.

It is anticipated, but not warranted or guarantéeat, bidder will be able to recover such
costs by proper allocation of charges to ENUM Regigs that fall under el64enum.us.
Flexibility is granted in the structure bidders oke for pricing of the registry’s services.
Proposals must include detailed financial planduiing, if appropriate, the manner in
which fees levied for services rendered would bévdd and collected. Bidders are
encouraged to propose any structure that makes setfss environment. Bidders must
confirm that pricing structures will remain firmrfthe duration of the contract (provided
scope of work remains consistent as contemplat#ukeicontract). All cost projections
and estimates, as well as projected pricing fordigestry’s services must be stated in
U.S. dollars.

3.2.4 Bidder Background (TAB 4)

This tab should provide an insight into the st&p#ind background of the bidder and
provide a vision of how the bidder would manageRlegistry. The bidder must
demonstrate sufficient resources, financial stghélnd capability of the bidder to provide
reasonable certainty that it will be able to flilfi obligations over the life of the registry
agreement. This is an absolute criterion. The biduest provide:

1. Three years of financial statements auditedrbyndependent accounting firm
and prepared in accordance with generally accegtedunting principles, or
other equivalent information. The LLC or a desiguithird party evaluator of its
choosing will determine whether such informatiosugficiently equivalent.

2. Include resume(s) of key personnel (includingoadion and experience
credentials) that would perform and/or manage d¢lg@irements of this system.
Identify any subcontractors that would be usedhis ¢ffort, describe the

17



relationship with the bidder, and provide the neaegresume(s) for such key
personnel.

3. Include a proposed draft of any contract(s) thatbidder proposes to use
between itself, as vendor, and ENUM Registrantsiciamed necessary to ensure
the stable operation of its portion of the CC1 ENuiftastructure and implement
any necessary policies to ensure its stabilityteN®he content of all such
contract(s) must be approved in writing by the LIXB.ENUM Registrants are
expected to be treated equitably.

4. Include no more than five performance referef@esther efforts similar in
scope to this project that were either (a) comgiélethe bidder (either as a
prime vendor or as a first-tier subcontractor)he past five years or (b) are
currently in process. For each performance retereinclude the following

information:
1. Contract Number/Purchase Order Number;
2. Duration of the Contract/Purchase Order;
3. Dollar Value of Contract/Purchase Order (Broken Daw a Per-

Year Basis, if Applicable);

4, Contract type of Contract/Purchase Oragy.( firm-fixed-price,
cost-plus-fixed-fee, cost-plus-award-fee, fixedsprwith
economic price adjustment);

5. Name and Mailing Address of Customer Organization;

6. Technical Point of Contact at Customer Organizatiorihe
Contract/Purchase Order, including Phone NumberNeanber
and Email Address;

7. Detailed Description of the Effort Performed by the
contractor/subcontractor under the contract/pureioader.

The LLC may also request one or more site visit{she bidder’s facility(ies).
LLC representatives would conduct such site visit{Ehe purpose of this visit
would be to gather information relevant to the leidsl submitted proposal. The
LLC would arrange such a visit at least seven dagslvance with the bidder.

3.3 Response Composition

The proposal shall be typed double spaced on 8x112™ 3-hole punched paper with
each section beginning on a new page and sepatalbdlgd. The same article, section or
paragraph number and title used in the RFP shalkbd for your comments.
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The bidder is requested not to make its proposdloghte with respect to binding or
presentation. The proposal evaluation procegla®es a higher premium on
thoroughness of presentation, i.e., responsivetiess,on quantity of material included.

3.4 Submission of Proposals

The bidder must submit the ORIGINAL PRINTED VERSI@N be designated the
Master copy) and four (4) paper copies of the Psapalong with the non-refundable
application fee of $10,000.00 (check made payabt€C1 ENUM LLC") to the
following address:

CC1 ENUM LLC

c/o McKenna Long & Aldridge
ATTN Paul J. Dechary

1900 K Street, NW
Washington, DC 20006

The bidder must also submit, to the same addressEbECTRONIC COPY of the
Proposaln text searchable .pdf format, on CD-ROM to accompany the Master copy.

If there is any discrepancy in the information betw the Master copy and any other
copy submitted, the Master printed copy will besidered authoritative.

The bidder's cover letter should include the name{®ne number(s), e-mail address(s),
and fax number(s) of the individual(s) within thdder's company who should be
contacted in case any questions should arise davialyation of the proposal.

Responses to the RFP must be received at the adqumaded above by the noted
closing date or the proposal will be disqualified.

The package containing the proposal shall be mdi®edled Proposal” with this RFP
title and the bidder's company's name.

3.5 Closing Date

All proposals in response to this RFP shall beiveckby the closing date as specified in
“CC1 ENUM LLC Provider ENUM RFP Schedule of Events’be posted on the LLC’s
web site.

3.6 Acceptance Period

The proposal shall indicate that it is valid fquexiod of at least 180 days from the
Closing Date.
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3.7 Award

The LLC reserves the right:

a) To reject any and all responses;
b) To conduct negotiations with more than one hididl@ultaneously;
C) To add, delete and/or change the terms of tRR &1d to issue corrections

and amendments to the RFP;

d) To accept or reject, in whole or in part, angl afl responses without
giving any reason for the decision;

e) To have any documents submitted by a biddeewead and evaluated by
any individuals, including, independent consultgatso required to sign non-
disclosure agreement); and

f) To cancel this RFP process without penalty gttane before a contract is
signed and, in the LLC’s sole discretion, to irtgianother RFP process which
may or may not include some or all of the requireta®f this RFP.

The LLC and its individual members neither assumeatcept any contractual
obligation(s) by issuing the RFP, receiving, aciteptand evaluating the bidder’s
response, making a preliminary bidder selectiod/@megotiating prospective contract
terms with any bidder(s).

The LLC reserves the right to cancel any contraetgpeement if the services or facilities
do not pass mutually agreeable system acceptasise Tdis will be done at no cost or
obligation to the LLC. Proposals should includedar’'s suggestions for a set of system
acceptance tests for the LLC’s consideration. Th€ teserves the right to negotiate all
terms and conditions in order to enter into a fdraggieement with the successful bidder.
This document, the bidder’s response, and fullesgysdocumentation will form part of
the agreement.

The bidder, by stating compliance to a requirennetihis RFP, agrees that the bidder has
read and understood the requirement and that cangaiis complete and deliverable at
no additional cost unless otherwise noted.

This RFP may include unintended errors, omissiand/or deficiencies. Therefore, the
accuracy and completeness of this document antdettbcuments are not guaranteed.
In the event of errors, omissions, and/or defidemare discovered by the bidder, the
bidder shall notify the LLC in writing.

The bidder is expected to examine the specificatand instructions carefully.
Calculation errors shall be the bidder’s risk.tHa event of a bidder’s error in price, time
or calculations, quoted items shall prevail.
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3.8 Additional Contract Terms and Conditions

This section identifies Contract terms and condgithat the LLC intends to incorporate
into the Contract. The following list is in additi to the terms and conditions specified
in the RFP, and in no event should be consideteshabmpassing.

3.8.1 Conformity with Law

All work performed, and materials supplied or ugedonjunction with such work, must
comply with all applicable laws, statutes, ordinegycand/or regulations, including
without limitation those enacted or enforced byioral, state, and municipal authorities.

3.8.2 Trademarks and Publicity

Vendor shall have no rights or interest in namesamtemarks associated with offering
the Provider ENUM Tier 0/1 service or capabilities.

3.8.3 Termination

The contract shall establish the right of termimativithout liability to the LLC if the
vendor substantially defaults in performing obligas.

3.8.4 Procedural Matters and Limitation of Liability

The bidder’s response should include bidder's psedorevenue model for recovering
costs and expenses and allocation of reasonabféspto bidder in connection with
providing Provider ENUM Tier 0/1 Registry servicesder the contract. The bidder’s
proposed revenue model shall not be binding orLtl& Upon selection of the bidder,
the LLC and bidder shall negotiate the definitigens of the revenue model which shall
be included in the contract. Under the terms ef ¢bntract, the vendor will be solely
responsible for all billing and collections for gees performed and rendered thereunder.
Upon execution of a contract with bidder, neithee tLC nor the Registrants will be
required to reimburse the bidder/vendor for anyemak costs and or expenses for
services necessary or required for the Provider ENIUer 0/1 Registry incurred during
the term of the contract that were not includedlentified in the contract.

Subject to the foregoing, it is anticipated thattenal modifications to the Provider
ENUM Tier 0/1 Registry may be necessary or reqused the LLC and bidder will
negotiate in good faith to mutually agree on rensito the vendor's revenue model as
reasonably appropriate to reflect any modificatiémsadditional services provided by
the vendor.

In no event will the LLC have any liability unddret contract or otherwise for (i) the
vendor’s costs or expenses, or any compensatidhetowendor, in connection with the
establishment or operation of the Provider ENUMrTOél Registry, or (ii) services
provided by the vendor incidental to the provisairProvider ENUM Tier 0/1 Registry
services to any person or entity authorized to lpage such services.
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Changes in the competitive and regulatory envirartm@ay impact the level of
participation by the Members. Accordingly, the den shall not be guaranteed any
specific level of participation by the Members. eTlbLC’s rights under the contract with
the vendor shall not be impaired or subject to defense or offset on account of the
breach by any Member of the LLC or any other persoaentity of any obligation owing
to the vendor arising out of the purchase of amyices.

3.8.5 Taxes

The vendor shall file all tax returns required awIto be filed by the vendor. The vendor
shall provide access to relevant documents foataits.

3.8.6 Insurance

Vendor shall maintain usual and customary insuraoeerage, including but not limited
to worker's compensation insurance, employer’siliiginsurance, comprehensive
general liability insurance, and motor vehicle ace.

3.8.7 Authority

The Bidder shall represent and warrant that itallagquired approval and authority to
enter into, execute and perform the obligationsennide Contract.

3.8.8 Mechanic’s Lien
Vendor shall perform services free of mechani@s lor other liens.
3.8.9 Performance Guarantees/Liquidated Damages

Any award of business and subsequent contracttai@ement will include specific
performance guarantees from the vendor. Such npeafoce will be guaranteed through
the use of liquidated damages.

3.8.10 Non-Assignment

The vendor shall not assign, transfer, or subketctimtract or any interest therein or any
part thereof without prior written consent of the@. All subcontractors must be
identified by the vendor and approved by the LL@®pto disclosure of any information.
If subcontracting is involved, the vendor shallresponsible for the workmanship, costs,
etc. incurred by the sub-contractor in the perfaroseof their duties.

3.8.11 No Discrimination

Goods and services provided by the vendor shaglrtwéded to any person or entity
authorized to purchase such goods and serviceghmtasitially the same uniform terms
and conditions on which such goods or servicepareided to any other person or
entity, without discrimination.
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3.8.12 No Madifications without Company Approval.

The vendor shall not undertake to make any modiéina to the Provider ENUM Tier
0/1 Registry at the instance of any Member of th€ lor of any other person or entity,
or on its own initiative without the prior writteapproval of the LLC.

3.8.13 Benefit of Modifications

The benefits of any modifications to the ProvidéiBV Tier 0/1 Registry shall be made
available to each LLC Member or other person oityeatithorized to purchase goods
and services from the vendor on substantially #mes uniform terms and conditions.

3.8.14 Limitation on Contracts with LLC Membergaiffiliates in Connection with the
Provider ENUM Tier 0/1 Registry.

The vendor shall not enter into a contract with &b Member, or an Affiliate of a
Member (as defined in Par. 1.3.1), for the purchasthe vendor of goods or services to
be provided by the Member, or an Affiliate of a M&n, incident to the establishment or
operation Provider ENUM Tier 0/1 Registry. NotvatAnding the foregoing, the vendor
may enter into such an agreement with a MembeagnoAffiliate of a Member, if the
agreement does not represent or constitute coonel or operation of, any of the name
servers or any portion of the shared registratimtesn, the determination of which shall
be made solely by LLC.

3.8.15 No Gratuities

The vendor shall not accept gratuities from any Menor other purchaser of Provider
ENUM Tier 0/1 Registry goods and services exceat tihis prohibition shall not apply to
payment by a Member or other purchaser of theausteals of vendor’s staff incident to
business meetings between vendor’s staff and swerhiddr or other purchaser, holiday
gifts, and similar de minimis items if: (i) thenaor establishes internal procedures to
account for such expenditures for the vendor whprdtedures shall be approved by the
LLC and in good faith complies with such procedu(@sthe aggregate of such
expenditures by any single Member or other purahasa calendar year reported to the
vendor in accordance with the procedures estaloliblgghe vendor does not exceed
$1,000.00; and (iii) upon request by the LLC, teador makes a report of such
expenditures to the LLC.
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4  Evaluation of Proposals

The LLC will evaluate proposals submitted in resgto this RFP using the criteria
outlined below. Technical excellence and compreiensss of the overall service for
US Provider ENUM operation is as important as ttuppsed price(s) to ENUM

Registrants.

4.1 Criteria for Evaluation

Some criteria to be used for the proposal evaloatiolude:

a) Threshold Issues

* Completeness of proposal

* Meets neutrality requirements

b) Costs

* Price

» Preparation of estimates

c) Technical Specifications

* Adequacy of proposed server architecture

(0]

o

o

(0]

Quantity

Geographic diversity
Redundancy
Capacity

Reliability

RFC 2870 compliance

Other significant features or capabilities

* Response time

o

(0]

o

Update latency interval
Propagation delay

Zone refresh interval
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* Hours of operations
» Security
0 Operational system
o Physical
0 Network
o Backup
o0 Audit & reporting
* Communication requirements
* Subcontractors
d) Qualifications
* Industry experience
* Financial stability
* Technical expertise

The bidder shall furnish all information requeskedein or further requested in
accordance with the procedures herein specifieay deviations or exceptions to the
RFP should be noted. Any bidder who does not cetalyl reply to the proposal as
requested may be eliminated at the discretionetttC.

The LLC will consider any additional informationeeant to this proposal provided by
the bidder that the LLC, in its sole discretionehs appropriate.

The same article, section or paragraph numberidedised in the RFP shall be used for
comments.
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Annex 1

June 7, 2007

CC1 ENUM LLC

CC1 ENUM Provider Tier 0/1 Registry

Technical and Operational Requirements
for a Specific Country within Country Code 1

Abstract

This document contains technical and operatiortplirements for operating a Provider
ENUM Tier 0/1 for interested service providers witthe United States. This includes
interfaces to other entities providing servicesEdIUM as well as the requirements for
deploying and operating the ENUM Tier 0/1 infrasttue.
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Section 1.0  Scope, Purpose, and Application

1.1 Scope

This document describes the Provider ENUM Tiert8thnical and operational
requirements for the members of the CC1 ENUM LU particular these technical
requirements are to be used to select the ProtaNé&iM Tier 0/1 Registry operator for
telephone numbers (TNs) of interested service piergiunder the ITU-T E.164
international numbering standard.

Provider ENUM is defined as the use of the techgwpia RFC3761 by the Service
Provider of Record (SPR) for a specific E.164 numbenap a telephone number into a
URI (Universal Resource Identifier) that identifespecific point of interconnection to
that service provider's network that could enabéedriginating party to establish
communication with the associated terminatingypalt is separate from any URIs that
the end-user, who registers their E.164 number,msly to associate with that E.164
number. Provider ENUM is sometimes referred toGarfier ENUM” or “Infrastructure
ENUM”.

The Provider ENUM Tier 0/1 Registry operator is $irggle entity responsible for
providing Provider ENUM Registry services initiallijwder el64enum.us and eventually
under a global ENUM root (to be determined by fRg-T>) for US TNs, including
management of pointers to Tier 2 Provider nameessrvThe Tier 0/1 Registry does not
contain Naming Authority Pointer (NAPTR) recordd points at Tier 2 name servers
where NAPTR records associated with E.164 numbrerstared. The ENUM Tier 0/1
Registry operator must establish an open standsedace that is available for all SPRs
to use.

These requirements do not presume integration ef &isd Provider ENUM, for
example, by sharing of common infrastructure coneps but also are not intended to
preclude such sharing.

1.2 Purpose

This document is intended to provide the specificest necessary to implement the
Provider ENUM Tier 0/1 Registry for Numbering Plarea (NPA) resources within the
U.S. ltis intended to provide sufficient inforneat to allow the LLC to issue an RFP for
an ENUM Tier 0/1 Registry implementation. As sutliescribes, among other things,

1 Originally the IETF planned to use iel64.arpa for this purpose. That domain is used in
this document as a placeholder until such time as a global apex for Provider ENUM is
chosen.
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the reference architecture for the Provider ENUMrT/1 Registry. It also provides the
critical security and privacy requirements for iemplenting this system.

1.3  Application

This document is intended to be used as the baisafRFP that will identify and
provide the technical specifications necessargkecs a vendor that will implement the
Provider ENUM Tier 0/1 Registry for NPA resourceishin the U.S.
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Section 3.0 _ Definitions, Acronyms, & Abbreviatios
3.1 Definitions
gddrezs of A URI that can be used to determine a point ofrcdenection
ecor with Service Provider of Record of the telephonehbar
Authentication The process of verifying that a paetg., the Service Provider
of Record, is who they claim to be. (See Verifionji
Authorization The process of verifying that an (aartticated) party is entitled

Core Registry
Services

Core Internet
Service Failure

Cross Network
Name Server
Performance
(CNNP) Test

Dynamic
Delegation
Discovery
System (DDDS)

ENUM

ENUM Tier 1A
Registry

Provider ENUM

to perform some action.

The three core services provided by the RegisBRS, Name
server, and Contactinfo Services

Is an extraordinary and identifiable event beydredontrol of
Registry Operator affecting the Internet servicebd measured
pursuant to SLRs. Such events include but areimited to
congestion, collapse, partitioning, power griddesls, and
routing failures

Measurements conducted by sending strings of Diy&est
packets from each of four measuring locations th e the
Tier 0/1 name servers and observing the responsesthe Tier
0/1 name servers. (These strings of requests apdmees are
referred to as a "CNNP Test".)

Used to implement lazy binding of strings to datagrder to
support dynamically configured delegation systeothsas
ENUM is based on. The DDDS functions by mappingeo
unique string to data stored within a DDDS Dataliase
iteratively applying string transformation rulestiia terminal
condition is reached. (RFC 3401 to 3405)

Refers to a protocol developed in the Internet Begiing Task
Force (IETF) (RFC 3761) whereby the DNS can be tised
identifying available services associated with BnE64 number

Organization that registers ENUM domains correspantb
NPAs and hosts the set of their authoritative naereer (NS)
records.

Use of the technology in RFC3761 by the servicepler-of-
record for a specific E.164 number to map a telephaumber
into a URI that identifies a specific point of intennection to
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that service provider's network that could enabéedriginating
party to establish communication with the assodiaeminating

party

Provider ENUM The repository of ENUM domain name registrations fo
Tier 0/1 Registry Provider ENUM

Provider ENUM Organization that registers ENUM domains correspuntb 10
Tier 0/1 Registry digit E.164 numbers for their Service Provider&eord and
Operator hosts the set of pointers to their Tier 2 nameesrv

Registry Data  Registration Data maintained by the Registry intigdZone-
File Data, and all other data submitted by SPRs

Service Provider

of Record (SPR) The service provider, recognized by the appropregelatory

authority, which has been allocated numbering nessy as
reflected in the LERG™ and NPAC. The SPR is also/kmas
the Registrant.

Tier 2 Provider Person/organization that maintéesENUM zone including
the NAPTR resource records for a number and istpdito by
the Tier 0/1
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3.2 Acronyms & Abbreviations

AAA Authentication, Authorization and Accounting

ASCII American Standard Code for Information Inteange

ASP Application Service Provider

CC1 Country Code 1

CC1 ENUM Country Code 1 ENUM Limited Liability Corporation

LLC

CNAME Canonical Name

CNNP Cross Network Name Server Performance

CRISP IETF Cross Registry Information Service 8tot Working
Group

CSR Customer Service Representatives’

DDDS Dynamic Delegation Discovery System

DNAME DNS RR for non-terminal redirection

DNS Domain Name System

DNSSEC DNS Security Extension

ENUM TElephone NUnber_Mapping

EPP Extensible Provisioning Protocol

FCC Federal Communications Commission

FQDN Fully Qualified Domain Name

FTP File Transfer Protocol

HVAC Heating, Ventilating, and Air Conditioning

HTTP Hypertext Transfer Protocol

IAB Internet Architecture Board

ICANN Internet Corporation for Assigned Names andritbers

IETF Internet Engineering Task Force

IRIS Internet Registry Information Service

ITU International Telecommunications Union

ITU-T International Telecommunications Union —
Telecommunications Sector

LDAP Lightweight Directory Access Protocol

LERG™ Telcordia Local Exchange Routing Guide

NANP North American Numbering Plan

NAPTR Naming Authority Pointer (DNS Resource Regord

NIC Network Information Center

NPA Numbering Plan Area
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NPAC
NS
OAMé&P
PoP
RFC
RIPE NCC
RRs
RTT
SP
SPR
SRS
SSL
TCP
TLS
TTL
TN
TSIG
TSP
UDP
URI
URL
UTF-8
us
WwWw

Number Portability Administration Center
Name Server
Operations Administration Maintenance andwsmning
Point of Presence

Request for Comments

Réseaux IP Européens Network Coordin&lemtre
Resource Record

Round-Trip Time

Service Provider

Service Provider of Record

Shared Registration System

Secure Socket Layer

Transmission Control Protocol

Transport Layer Security

Time to Live

Telephone Number

Transaction Signatures

Telephony Service Provider

User Datagram Protocol

Uniform Resource Identifier

Uniform Resource Locator

Unicode Transformation Format -8 encoding
United States of America

World Wide Web
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Section 4.0 Introduction

This section specifies the reference architectiieesingle common ENUM DNS
domain, nominally e164enum.us, within the Uniteat&t, and potentially other Country
Code 1 nations that choose to participate. The pigine CC1 ENUM LLC is to
implement Provider ENUM in a separate domain froeetUENUM, specific to the US or
Country Code 1. When a global apex is establishe@fovider ENUM, it is the intent of
the LLC to merge the US/CC1 implementation intogtabal tre€?

Accordingly, a tiered architecture parallel to theer ENUM implementation in
1l.el64.arpais presented as the target but imit@lementation will consist of a
collapsed Tier 0/1 with el64enum.us as the apex.

4.1 Interim Implementation

The initial Provider ENUM implementation is basedacollapsed tiered architecture as
shown in Figure 1. The combined CC1 ENUM Tier R&gistry would host the
el64enum.us and 1.el64enum.us domains, with &ntribe 1.e164enum.us zone
corresponding to US NPAs as well as containing\iBerecords for individual numbers
within those NPAs. The remainder of this documeifitdiscuss requirements in terms of
the initial architecture but except where noteduireements apply to all phases of
implementation.

2 jel64.arpa has been proposed in the IETF as a potential global root for Provider
ENUM.
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LERG
NPAC

a

 / eléd4enum.us

SPR .| Registry 1.e164enum.us

Tier 0/1
Registry

a.p.n.l.el64enum.us

Individual E.164 zone(s)

FIGURE 1 — Interim Provider ENUM Functional Archite cture

Service Providers of Record, the entities thatsteginumbers into the Provider ENUM
Tier 0/1 Registry, will, in turn, be required ta@&slish a business relationship with the
CC1 ENUM Tier 0/1 Provider ENUM Registry Operatoiop to registering any
telephone number in el64enum.us. The Tier 0/1 Rgd@dperator is responsible for
verifying that the numbers an SPR seeks to registeserved by the SPR based on the
LERG and NPAC.

The nature of the business relationship betweefigred/1 and the SPR will be defined
by the LLC, embodied in a Registry agreement, aitido& the same for all SPRs. Entries
in the Tier 0/1 name servers point to the nameeseref the Tier 2 provider for a given

3 An SPR may only register numbers shown as allocated to it in the LERG or pooled or
ported to it in the NPAC. Pooled or ported numbers may only be registered by the SPR
shown in the NPAC.
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E.164 number. The Tier 2 Provider for an E.164 bemmaintains the actual NAPTR
records that contain URIs for specific communicaservices, and these records are used
to support interconnection between service prosgider

If SPRs from other NANP nations elect to join wiitle LLC in implementing Provider
ENUM under el64enum.us, their NPAs and numbergddosiladded to the Tier 0/1, or,
if they prefer to maintain a separate registryirtN@®As could be delegated to that
registry from the LLC Tier O/1.

In any case, the LLC seeks integration with ottegromal Provider ENUM trees as they
are deployed rather than waiting until the develeptrof a global tree subject to
agreements with the corresponding registry opesaidris will be achieved through the
population of DNAME records for the correspondimgictry codes under el64enum.us.
These records would point to the apex domain obther national tree. Likewise
DNAME records for country code 1 (or country coddRAs if NANP consensus is not
achieved) would be populated in the other natitnegls pointing to el64enum.us.

It is anticipated that SPRs will generally be T2goroviders for their numbers though
they may elect to outsource this function to otvdities. SPRs are responsible for the
reliability and performance of the Tier 2 name seswo which their numbers are
delegated. It is also anticipated that SPRs withtwa provide different interconnection
points to different interconnection partners. Aiggr of techniques exist to accomplish
this, resulting in either a differential responsai Tier 2 or differential resolution by
different interconnection partners of a common Pieesponse. These considerations are
not expected affect the Tier 0/1 functionality tlsathe focus of this document. It is noted
that the points and terms of interconnection betw#Rs are a matter for negotiation
between SPRs and the Registry plays no role imptioisess as it provisions only NS
records delegating ENUM domains to the serving SPR.

4.2 Target Implementation

Target Provider ENUM implementation is based oiemetl architecture as shown in
Figure 2. At Tier O is the ie164.arpa zdrentries in Tier O name servers correspond to
country codes and point to the name servers of igrel Registry that is the authoritative
name server for that country code. Entries in Ti&egistries normally correspond to

4 For user ENUM RIPE NCC provides the Tier O funetithe instructions regarding
operations of the domain el64.arpa can be foutttbdt) RL: http://www.ripe.net/rs/enum/instructions.html
. Itis presumed that instantiation of a globa\kder ENUM will result in a parallel process fiwetchosen
domain with a to be determined operator. For itatste purposes this document uses the domain
iel64.arpa.

The ITU-T TSB evaluates e164.arpa delegation regquigormation on how TSB will handle ENUM
requests can be found under the bullet "Interinc@dares” at the ITU-T Web site at:

http://www.itu.int/ITU-T/inr/enum/
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individual telephone numbers and point to the Rimame servers that hold the NAPTR
records used to provide actual communication sesvic

Because Country Code 1 corresponds to an integnat@tbering plan in which the
country code is shared among several countrieqlémeof the LLC is to split Tier 1
functionality into a Tier 1A, which would receiviee CC1 delegation from the Tier O,
and potentially multiple Tier 1Bs serving differed€1 (NANP) member countries.
Entries in Tier 1 A will correspond to NPAs and vabint to the Tier 1B that holds per —
number delegations for the numbers within the giM&A.

Tier 1 B Registries are required to deal directithwhe CC1 ENUM Tier 1A Registry to
arrange for the provisioning of NS records for f@As they serve into the CC1 ENUM
Tier 1A Registry.

CC1 ENUM TierlB Registry(ies) will be required tstablish a business relationship
with the CC1 ENUM Tier 1A Registry prior to registeg any NPA in iel64.arpa. The
nature of the business relationship will be defiogdhe CC1 ENUM LLC, embodied in
a Registry agreement, and will be the same fo€@ll ENUM TierlB Registry(ies). This
is necessary to ensure that each CC1 ENUM TierlddsRg's records are properly
maintained and that only the assignee of the NP&hwhas been designated to
participate in ENUM by the national administratiorcharge of the NPA in question can
register it into Tier 1A. The Tier 1B Registry Op#ar is responsible for verifying that
the numbers an SPR seeks to register are servite ISPR based on the LERG and
NPAC.

Service Providers of Record, the entities thatsteginumbers into the Provider ENUM
Tier 1B Registry Operator, will, in turn, be reqadrto establish a business relationship
with the CC1 ENUM Tierl1B Provider Registry Opergpoior to registering any
telephone number in iel64.arpa.

The nature of the business relationship betweeigrel B and the SPR will be defined
by the LLC, embodied in a Registry agreement, aitidoe the same for all SPRs for a
given NPA entered into Tier 1A. Entries in the T1& name servers point to the name
servers of the Tier 2 provider for a given E.164nber. The Tier 2 Provider for an
E.164 number maintains the actual NAPTR recordisabiatain URIs for specific
communication services, and these records aretasagpport interconnection between
service providers.
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Section 5.0 Operational & Infrastructure Requiranents

This section provides requirements for the openagiod infrastructure of the ENUM Tier
0/1 Registry. Service Level Requirements are ¢oathin Section 6.0.

5.1 Registry Database

The Registry database is the central repositorglaybjects concerning ENUM domain
name registrations in an ENUM Tier 0/1 RegistriheThree primary objects associated
with an ENUM Tier 0/1 registration are: domain, h@hnd contact. It is critical that a
Registry database operate in a responsive andtrotamer.

An ENUM Tier 0/1 Registry bidder should describevnibwould meet the following
requirements for an ENUM Registry database, astlatld provide estimates of demand
if necessary. (See Service Level Requirements (Sdgtion)

A Registry database:

* [R1] Shall be sized to accommodate the expectedaddrat initial launch, and to
support growth without interruption as Provider BMUuhatures.

* [R2] Shall be able to perform transactions at a that meets the needs of the
ENUM users.

» [R3] Shall maintain its performance based on agteestrvice-level
measurements, even as the number of users, workédahe, or database size
increases.

» [R4] Shall maintain a high level of availability esquired by the Service Level
Requirements (SLRs) contained herein. If an ENUBT U/1 Registry bidder
believes that a level of availablility other thdwat specified in section 6.1, then it
should describe what level of availability it beks is necessary, what amount of
scheduled maintenance is necessary, and how idvexylect to meet the
appropriate availability level.

* [R5] Shall be replicated and hosted in geograplyichépersed data centers to
achieve high availability and facilitate data bagleand recovery.

5.2 Shared Registration System (SRS)

The Tier 0/1 Registry Operator shall provide a 8dRegistration System (SRS) that
allows multiple Service Providers of Record to ef@8UM registrations into the

registry. An ENUM Tier 0/1 Registry will maintathe addresses of the name servers of
the Tier 2 providers in the US ENUM name spacewifichave authority to

communicate with the ENUM Tier 1A Registry when aintthe target architecture is
implemented.
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An ENUM Tier 0/1 Registry is required to:

» [R6] Allow concurrent operations from multiple SP&esa SRS to enter ENUM
registrations into the registry

» [R7] Verify that a number which an SPR seeks tastegis allocated/ported to
that SPR using data from the LERG and NPAC

» [R8] Using data from the NPAC remove registratiorsnumbers that have been
ported away or otherwise reassigned from an SPRatbnally, by agreement
with the recipient SPR, establish a new registratis the number.

* [R9] Provide procedures for SPRs to establish diefagistration for all numbers
for which they are the SPR based on the LERG andlNH hus, if an SPR
acquires a new number block, the numbers in thekbleith the exception of any
ported out, would be registered according to agfieed template without the
need for specific SPR action. This capability sdallow for multiple templates
per SPR based on characteristics such as NPA, sfaid, SPID, OCN, or
AOCN.

* [R10] Provide non-discriminatory services to eaatharized SPR to perform
registration related operations

« [R11] Provide and conduct non-discriminatory SPRifteation procedure§.

» [R12] Support open standard interfaces betweeikMigM Tier 0/1 Registry and
authorized SPRs

» [R13] Perform Zone data creation and maintenancessary to update the zone
data and information in the local data stores &eaion 5.3)

5.3 Zone Data

Zone data is typically a database file (or a ctibecof database files) consisting of the
technical information that the DNS requires to fumt correctly. Zone data generation
is the term traditionally used to describe the psscof generating zone information from
the Registry database, deploying it to the prinsgmer, and then propagating it out to
the secondary servers. The latter two steps acecalled zone data propagation.

5 Note that because SPR information is updated from the authoritative source whenever
it changes there is not need for periodic revalidation of registrations as in user ENUM.

¢ The intent of these procedures is to 1) verify that the party in question is in fact a
service provider or record under criteria defined by the LLC and has signed the user
agreement to be developed in consultation with the LLC and 2) verify the operation of
the SPR instance of the Registry-SPR interface, including proper implementation of
authentication procedures.
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An ENUM Tier 0/1 Registry bidder must describe hbwould meet the following
requirements for zone data operations:

* [R14] The SRS/Registry Database shall provide m&agenerate the zone data
from the Registry database to reflect changes rttadagh the ENUM Registry-
Service Provider of Record interface as definetthanService Level
Requirements (SLRs in Section 6.)

* [R15] The zone data, once generated by SRS/Redisiigbase, shall be reliably
and securely propagated to all ENUM Tier 0/1 napreess with minimum delay.

* [R16] The frequency of zone data generation andlét@y of zone data
propagation shall meet the SLR requirements

* [R17] Zone data generation and propagation pro@sdsinall be carefully
engineered so that they will not adversely affeetiormal ENUM Tier 0/1
Registry and name server operations.

* [R18] Zone data distribution procedure should comfto appropriate IETF
standards (see Section 2)

* [R19] The SPR to ENUM Tier 0/1 Registry SRS shallthe only automatic
means by which a SPR can make changes to its ENafivaoh names without the
need for Registry personnel intervention.

* [R20] The name servers for an ENUM Tier 0/1 Registrall be placed in
geographically dispersed data centers with topichiterse connections to the
Internet to allow for maximum redundancy againstdter and failures.

» [R21] The registry database shall support loggimgj lBackup capabilities for all
zone data updates.

» [R22] Zone transfers, including incremental zoasfers, shall be available to
certified SPRs so as to allow them to maintaincalleopy of the Tier 0/1.

54 ContactInfo

Instead of a conventional WHOIS service, a new yggervice known as Contactinfo

will be provided for ENUM. This service will prade a means of contacting the SPR for
trouble resolution. It will also allow for appragte disclosure of SPR information for
authorized law enforcement inquiries. An ENUM Tiét Registry bidder is required to
describe how they would provide this service to intlee needs of the communications
industry while safeguarding the non-public inforraatof SPRs from a technical
perspective. The Tier 0/1 operator will respondlitdawful Contactinfo requests from
appropriate authorities.

7 The Zone transfer capability is intended to allow SPRs to be able to maintain a local
copy of the Tier 0/1 zone data and query it rather than the Tier 0/1 name servers
maintained by the Registry.
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Contactinfo may also be used to support other imgdsnctions, e.g., associating a
service type with a number (i.e., VolP) per OBFues.

5.4.1 Introduction

This section describes specific requirements ferTier 0/1 operator to maintain a
‘Contactinfo’ database. Also included in this sactare the following: how the
database should be operated, and what informationd be publicly accessible.

5.4.2 Need for Contactinfo Databases

1. [R23] The Tier 0/1 Operator shall maintain Contafttldatabases associated with
ENUM registrations.

2. [R24] The appropriate technology for maintainindplptiaccess to such
ContactInfo should be the IRIS protocol developgdie CRISP Working
Group.

3. [R25] The information from that database that cdaddnade accessible to which
parties is a matter of policy for the CC1 ENUM Li&determine, to ensure
compliance with privacy regulations and best pcasti The Registry shall
enforce these LLC policies.

5.4.3 General Contactinfo Requirements

The general requirements for the Contactinfo datalaae:

1. [R26] Mining Prevention: providing some technica¢ans to discourage data

mining of the information base should Tier 1/0 amdZontactinfo be publicly

accessible.

[R27] Standard and Extensible Schemas

[R28] Level of access: not all data need be equadbessible by all users of the

service

4. [R29] Client processing: facilitating the creatioiclient software that can
automatically extract relevant details from thevgmss responses

5. [R30] Searches: The protocol should provide foxibee access by authorized
entities while limiting other queries to searchgduil telephone number only.

6. [R31] Result Set Limits: the protocol must inclygtevisions for allowing a
server operator to express a client search limit

wn

[R32] The implementation of Contactinfo Databasesiie policy neutral and
extensible to allow the LLC to administer asso@d@®ntactinfo policies, with regard to
individual database elements as well as the dat¢ada whole.

[R33] Contact-Info Databases should use modern eatittation and authorization
methods to control access by Registry personn&sSénd querying parties.

5.4.4 Data Collection Requirements and Contactlridata Access

Because Contactinfo data are expected to be the &anarge groups (and, in some
cases, perhaps all) of an SPR’s ENUM registratifresRegistry will maintain for each
registration a pointer to the corresponding Coméztdataset populated by the SPR.
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[R34] the Registry shall allow SPRs to define, nipdand delete, Contactinfo datasets.

In registering a number an ENUM SPR will indicatieiehh Contactinfo dataset should be
associated with the number being registered.

[R35] The Tier 0/1 operator will then populate &3 database with that information for
access by SPRs. The data that is to be publicssible is a matter to be governed by
appropriate regulatory requirements and the TigrcOhtract.

. [R36] The IRIS database shall also include offegfregistration information in
addition to the per SPR information. The Registrglissupport population of this
information which may include a service type fialid such other fields as may be
specified by the LLC.

[R37] Below are the recommended data elementsstiatld be included in the SPR
ContactIinfo. The data elements that are markegulibkc must be made available to all
gueries. The data elements that are marked ast@mvust be secured in the Contactinfo
database and only available to queries that havappropriate authorization. The SPR
has the right to change the default data elembatsate marked as private to public at
their discretion. If a data element is markedami, then there is no requirement for
populating those fields. Registrants shall be &bldefine and populate additional
optional contact roles (e.g. escalation) with naptene, and email.

5.4.4.1 SPR Contact Data Elements

Table 1 SPR Contact Data Elements

Data Element Private Public Example
Service Provider of Record Name X

SPR Admin. Contact Name X

SPR Admin Contact Phone Numbe X

SPR Admin Contact Emalil X

SPR Technical Contact Name X

SPR Technical Contact Phone X

Number

SPR Technical Contact EMail X
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5.5 Security

[R38] The Tier 0/1 Registry Operator must securth Begistry operations and data.

The Registry Operator shall conduct comprehensiraat analyses on all parts of the
Registry system to identify the vulnerable poirrd ¢he types of security attacks. Based
on the analyses, the Registry Operator shall defirteimplement multi-tiered procedures
that provide security protections to all partste Registry system.

[R39] The Registry Operator is required to profRegistry system access from all forms
of abuse, fraud, or security breaches. In addigohier 0/1 must follow any and all
commercial practices used to protect credit cafiamation (Gramm-Leach-Bliley Act).

5.5.1 Operational System Security

Security requirements are detailed below:
» [R40] Protection/Prevention of compromise of thetegns hosting or managing
Tier 0/1
» [R41] Protection from Denial of Service attackgémmal & external)
* [R42] Requirements for maintaining security upddtesall software

» [RA43] Security (integrity, authenticity) of commuations between the
components of the Tier 0/1 service (name servegistry, etc)

* [R44] Encryption requirements
* [RA45] Authentication & Authorization requirements
* [R46] Requirements on ISPs providing connectivitly Tier 0/1

5.5.2 Physical Security

» [R47] The Tier 0/1 Registry Operator shall employaaiety of physical security
systems to ensure that unauthorized personnelri@aecess to sensitive
equipment and/or data.

» [RA48] All servers containing any sensitive datalldbe physically secured so that
only a controlled list of people can obtain access.

* [RA49] The hosting centers shall be secured sonthaiccess to the internal
networks is possible for unauthorized persons.iradirnal networks shall be
isolated from public access, and external Intelinks shall be firewall-protected
to prevent intruders from gaining access.

» [R50] Physical precautions inside the server roshal include movement
detectors (using infra-red or similar means) totadecurity personnel should an
intruder gain access to a secured location. Alamtide fitted to all doors and
windows that open into or out of a restricted area.

» [R51] The doors and windows shall be secure entughthstand a reasonable
amount of force, and damage to doors or window8 alsa trigger the alarms.
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5.5.3

[R52] Security staff shall be present at all timasg should have sufficient
training to enable them to correct most probledgpropriate personnel shall
also be contacted when necessary to help contaisititation. (Bidder should
provide its proposed escalation procedures.)

[R53] Access to the server room shall be contrdbiga@ two-factor authentication
system. An authorized individual shall requiretbah authorized access token
and a valid PIN or passcode to gain physical actetfge servers. Any use of an
access token shall be logged and such logs shalidbéved for at least 1 year.

[R54] Should an access card be lost or stoles,the responsibility of each
employee to report this in a timely manner so thatlost card may be
deactivated and a new card issued. Closed cif®ughall be in place at all sites
for identification purposes should an unauthorigedson attempt to use a stolen
access card. Personnel authorized temporary attc#ss servers, but not
permanently issued access tokens, shall be esdprieermanent staff while
within the restricted space.

[R55] 24-hour access to the data center by autbdgzersonnel shall not be
hindered by aforesaid security measures.

Network Security

[R56] The Tier 0/1 shall use techniques such ag ldsatification, passwords,
and/or IP range checking for all restricted serwvigghich includes services other
than DNS resolution.).

[R57] Secure File Transfer Protocols shall be dsedll "file transfers" between
the ENUM Tier 0/1s and the Tier 1A Registry [RFQ82RFC 2577, or similar
equivalent] when and if the target architecturenglemented.

[R58] System maintenance shall be performed via @3imilarly secured
connections. Telnet servers shall not be operdtmmany system on the DNS
network due to their security risk.

[R59] Each system shall operate a very restricteaibasic services in the
relevant sections for DNS, Contactinfo, FTP, SGfel, WWW services. Systems
shall be firewall-protected in hardware, and IRfihg rule sets shall be in place
to reject packets that are not appropriate forrdquéar host.

[R60] DNS servers shall run a minimum set of agtians and system services,
in addition to the DNS server software.

[R61] The Tier 0/1 Operator shall check all its DBESvers to ensure that data
integrity is maintained.

[R62] Servicesvhich are IP-restricted shall have each IP addspssified
individually. Private use network block addresg@essdefined in RFC 1918) are
not to be used, since this adds the risk that admagd masquerade as a spare IP
address on an internal network.
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[R63] Packet "sniffers”, designed to check allficapassing through a network
interface, shall be in place to catch suspicioaffitr. These will actively scan for
incorrect or illegal packets, and alert the segugam. Packet sniffers may also
give some indication of the source of an attackctviwvould be of use in
preventing that attack in the future.

[R64] Network security shall be verified by a setguaudit process, which
involves scanning from an internet-connected hib§t@P and UDP ports on
servers operated by the Tier 0/1 Registry.

[R65] Bidders are requested to describe the meashesy would employ to
protect against/mitigate the effect of Distribui@enial of Service attacks,
particularly if the Provider ENUM apex domain ishtialy accessible.

[R66] Security tests shall be performed on the [B¢8/ers and a corresponding
report audited on a regular basis. Each testattéimpt to take advantage of a
security flaw using a specific attack method, dmresult shall be reported. Here
is an non-exhaustive list of known attacks:

- Buffer overflow exploit

- Missing format string exploit

- Packet fragmentation attack

- Data flooding (SMURF ping, etc.)

- DNS spoofing

- FTP spoofing

- Dictionary passwords

- Replay attack

- Denial of service (DoS)

Some of these attacks may not be applicable wealices.

[R67] The Tier 0/1 Registry Operator shall updaie tests used when new
vulnerabilities, security flaws, or techniques digcovered. The updates shall be based
on information from security-related mailing listeebsites, newsgroups, and industry
best practices.

5.5.4 Backup Security

[R68] Backup shall be performed in a secure marorerthe main Tier 0/1
Registry site.

[R69] The Tier 0/1 Registry Operator shall use acrgption scheme for the
backup of sensitive data as a part of the impleat®mt process.

[R70]Backup information shall be stored in a seaffesite location.

5.5.5 Security Audit and Reporting

[R71] The Tier 0/1 Registry Operator shall run ewsgy audit on a regular basis but no
less often than once per quarter.

[R72] The Tier 0/1 Registry Operator shall run ewsgty audit to test all systems
for configuration issues and security vulneralg@iti Results of this audit should

47



then form the basis of a quarterly security auglpiort, which will also detail any
recommendations for system alterations and a tiradbr remediation.

» [R73] All security breaches are to be reportechoRegistry management
responsible for security and to the CC1 ENUM LL@Go6ld a serious breach be
detected, some services may be suspended tempafrénik is necessary to
ensure the reliability of the Tier 0/1 RegistryalaBidders should detail the
hierarchy of breach severity and escalation proesdu

* [R74} The Tier 0/1 Registry Operator shall provalenonthly security status
report to the CC1 ENUM LLC, including a list of seity incidents categorized
by severity.

5.5.6 Resolution Access Control

Although it is the intent of the LLC to make thetig NS record for an ENUM
registration publicly accessible, regulatory comisits may ultimately result in the need to
restrict access to name resolution services to SiRR®ther qualified parties pursuant to
a user agreement. [R75] Bidders should offer pralsosn how best to implement such
control$. Section 11 identifies the privacy consideratitivat apply, particularly in a
partially open architecture.

5.6 Caching Requirements

This section refers to the minimum requirementscémhing. [R76] Bidders should
propose what they believe are appropriate valuesdme server caching requirements
for time to live (TTL), particularly in light of th potential for number portability-driven
changes in the SPR associated with a number.

5.7 System Turn-Up and Testing

[R77] Bidders need to provide a detailed start-rggget implementation and system test
plan, including proposed test cases, to supporTide0/1 registry system turn-up.

A Beta test period is recommended as a criticall ftep prior to successful commercial
deployment. [R78] The Bidder should propose an@mate plan and set of parameters
for Beta testing.

[R79] Bidders are required to provide high levalrstip project implementation
timelines and plans as part of their bid proposal.

5.8 Operations and Maintenance

ENUM is envisioned as a wholly robust and high-kllity service. [R80] An ENUM
Tier 0/1 Registry bidder should describe how it Woaperate and maintain the various

8 Such controls would complicate the ability to provide international interoperability.
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aspects of the Registry at a high service levatld&s should include descriptions of
how they intend to ensure system reliability, systecovery procedures, and technical
support, including arrangements for power, HVAC ¢tieg, Ventilating, and Air
Conditioning), and fire systems.

An ENUM Tier 0/1 Registry bidder should also pravial comprehensive description of
how they will manage their network operations cetdeaddress the following:

[R81] Trouble reporting and ticket tracking:

- How Tier 2 Providers and SPRs can submit troublets and receive
status reports.

- Tracking of internal performance metrics.

[R82] Technician support 24x7x365:

- Internal hand off between different technician lev@&, 2, etc).
- Internal hand off between different support groups.

- Trouble referral and tracking to third party emisti

[R83] Monitoring of servers and network connections

[R84] Intrusion detection for both physical andwetk security

[R85] Provide technical liaison with the Tier 1Aty for issues related to
delegation authority over NPAs within 1.ie164.aifpand when the target
architecture is implemented.

[R86] Provide a description on how escalations ballhandled and
communicated to the Tier 2 and SPRs.

[R87] Describe disaster recovery plans to restatieal components of the
system within 48 hours in the case of a force nrajeuent. No single event
should result in an outage of DNS resolution serviself.

[R88] Describe how the network operations centdirprform internal
monitoring as a means to verify that the availapdind performance
measurements in this document are being met anadereeports on a
monthly basis to the CC1 ENUM LLC or its designee.

[R89] Describe information retention practice tsere that the summary data
is kept for the life of the contract and that valaket data is kept on a rolling
thirteen-month basis in the trouble reporting syste
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5.9 System Recovery Procedures

System recovery refers to the process of brindiegsiystem back to normal operations
after the system has gone down due to failuree gbfal is to minimize downtime, data
loss, and adverse impacts on other systems.

In describing how it intends should meet operatiammd maintenance requirements the
ENUM Tier 0/1 Registry bidder should:

» [R90] Specify how it will employ recovery procedar®r failures that occur at
different parts of the Registry system, such as:
- Data center failures
- Database failures
- Server failures
- Network failures
* [R91] Specify how redundancy and highly availab&gRtry architecture will
help expedite recovery from these failures.
* [R92] Specify how backup and escrow data will beduor recovery from these
failures.

In addition the bidder should describe how it would

» [R93] Provide a time estimate for recovering froacte type of failure.
* [R94] Log each system outage and document systebigmns that could result in
outages.

5.10 Database Escrow and Backup

The goal of any data backup/recovery procedurellishd timely recovery from failures
without any loss of data. Data backup strategeeslle system hardware failures (e.g.,
loss of a processor or one or more disk drivegenstalling the data from daily
backups, supplemented by the information on théo'fieé and “after” backup files that
the database creates.

[R9O5] In order to guard against loss of the erfaelity because of fire, flood, or other
natural or man-made disaster, off-site escrow eRRgistry data should be provided in a
secured storage facility.

An ENUM Tier 0/1 Registry bidder shall specify:

[R96] The frequency and procedures for data backup

[R97] The frequency and procedures for data escrow

[R98] The hardware and software systems used tarlmckup

[R99] The procedures for retrieval of data and ilebaf the database
[R100] Who should have access to the escrowedastatan what
circumstances it would be accessed by an entigratian itself

[R101] Testing process and schedule to verify dwav and database
backup procedure

arwnE

o
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7. [R102] The data escrow arrangements, includingcamgractual
arrangements with Third parties

In addition, the following safeguards are requicfENUM Tier 0/1 Registry bidders:

» [R103] The data backup and escrow procedures sbaimpede the overall
performance of normal Registry operations

* [R104] The data backup and recovery procedures siiaimize the data loss and
service interruption of the Registry

5.11 Technical and Other Support

[R105] The Tier 0/1 Registry Operator must provigehnical and other support to SPRs
and Tier 2 providers from an appropriate custonedp desk with a well-defined
escalation policy.

[R106] The Registry Operator must work with othational Provider ENUM Registries
to implement and support linking of the correspogdProvider ENUM trees as directed
by the LLC.

[R107] In the initial interim implementation the gtstry Operator may also need to
support Tier 1Bs of other NANP nations that chowseelegate their NPAs from the Tier
0/1 Registry under agreement with the LLC. Bidd#rsuld propose how they would
support delegation of non-US NPAs from the Tier. 0/1

5.12 Transitions

5.12.1 Industry Developments

[R108] The Tier 0/1 Registry Operator must provédglan for transition from the interim
to target architecture should a global domain (&ed64.arpa) be agreed to. In this
transition the Tier 0/1 becomes the US Tier 1Be Pptan must ensure no disruption of
Provider ENUM DNS service.

[R109] If and when the target architecture is impéated, the Tier 1B Registry Operator
must provide technical support to the Tier 1A fesalution of issues with respect to the
delegation of authority over a country’s NPAs withi.ie164.arpa.

5.12.2 Succession

[R110] The Tier 0/1 Registry Operator must provédglan for transitioning of the
Registry to a new provider should that be requineder the terms of the contract. The
plan must ensure no disruption of Tier 0/1 funciimproviding ENUM DNS service.

5.13 Accommodation of Future Internet Architectur&nhancements
[R111] Bidders must respond with plan to accommedRv6 per RFC 2874.

[R112] Bidders must respond with plan to accomme@SSEC per RFC 2535.
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Section 6.0 _ Service Level Requirements (SLR)

The Tier 0/1 Registry Operator shall use commdsciedasonable efforts to provide
performance at the levels set forth herein.

6.1  Service Availability
Service Availability is measured as follows:
Service Availability % = {{(MTM - POMU) - UOM] / (MM - POMU)}*100 where:

MTM = Monthly Timeframe Minutes calculated as thember days in that month
times 24 hours times 60 minutes. For exampleMf® for January is 31 days * 24
hours * 60 minutes or MTM = 44,640 minutes.

POMU = Planned Outage Minutes Used is the numberinfites of a Planned
Outage or Extended Planned Outage Used for thatiohimeframe for each
individual System Service. No Monthly Timeframeablihave both a Planned and an
Extended Planned Outage.

UOM = Unplanned Outage Minutes

6.1.1 DNS Resolution Service

[R113] The Service Availability calculation shak lbalculated by the Registry Operator
and the results reported for each Monthly TimefrdondONS Name Server availability.
Results will be reported to the SPR Community vraal and to CC1 ENUM LLC.

[R114] Service Availability--DNS Name Service = 20Qer calendar month. Service
Availability as it applies to the DNS Name Servefers to the ability of the DNS Name
Server to resolve a DNS query from an Internet.uB8S Name Service unavailability
will be logged with the Registry Operator as Unplesh Outage Minutes. Registry
Operator will log DNS Name Service unavailabilithen such unavailability is detected
by monitoring tools, or once an SPR reports an weage to Registry Operator's
customer service help desk in the manner requiyatidRegistry Operator (i.e., e-mail,
fax, and telephone) and Registry Operator confitmsthe occurrence is not unique to
the reporting SPR. DNS Name Service unavailalslitgll mean when greater than 25%
of sites on the Registry Operator's constellati@raturning answers to queries with
more than 1% packet loss averaged over a Monthmheframe or 5% packet loss for any
five minute period. The committed Service Availapifor DNS Name Server is 100%
per calendar year.

[R115] Planned Outage — For DNS resolution semm@®lanned Outages are allowed

6.1.2 SRS

Service Availability as it applies to the SRS reftr the ability of the SRS to respond to
SPRs that access and use the SRS through the ERBignated protocol. SRS
Unavailability will be logged with the Registry Ojaor as Unplanned Outage Minutes.
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[R116] The committed Service Availability for SRE99.95% and the Service Level
Measurement Period is monthly.

* [R117] SRS Planned Outage Duration = 45 minutes$vflmthly Timeframe

* [R118] SRS Planned Outage Timeframe = 0600-1400 Suidday

* [R119] SRS General Maintenance Planned Outageaaiidn Timeframe = 30
days

* [R120] SRS Updates/Upgrades notification timefrasr®0 days
(as defined in the Patch, Update and Upgrade Bolicy

6.1.3 ContactInfo

Service Availability as it applies to Contactinfefers to the ability of users to access and
use the Registry's Contactinfo service. ContactUavailability will be logged with

the Registry Operator as Unplanned Outage Minyte$21] The committed Service
Availability for ContactInfo is 99.95% and the SieevLevel Measurement Period is
monthly.

* [R122] Contactinfo Planned Outage Duration = 45utes per Monthly
Timeframe

* [R123] Contactinfo Outage Timeframe = 0600-1400 WHithday

» [R124] Contactinfo Maintenance Planned Outage Matiion Timeframe = 30
days

* [R125] Contactinfo Updates/Upgrades notificationdframe = 90 days
(as defined in the Patch, Update and Upgrade Bolicy

6.2 Processing Time

Processing time is an important measurement o$aion-based services like the
System Services. Service Availability, includinigihed Outages and Extended Planned
Outages, measures the amount of time that thecees/available to its users.

Processing time measures the quality of Servicelatviity.

Processing Time refers to the round-trip for thet&m Services ("Processing Time").
Since each of the System Services has a uniquédanthe Performance Specifications
Processing Times are unigque to each System SerRimxessing Time Performance
Specifications will be measured in a monthly tiraefie and will be reported on a
monthly basis to the CC1 ENUM LLC.

6.2.1 DNS Resolution Service

[R126] Processing Time--DNS Name Server Resolutida®0 milliseconds for 95%.
Bidders should provide sufficient detailed justtiion for any proposal that does not
meet this requirement.

a) Processing Time - DNS Name Server Resolutiapjicable to the DNS
Name Server. It measures the processing time @M@ query.
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b) The Performance Specification is 100 millisecofat 95% of the transactions.
That is, 95% of the transactions during a Monthipdframe will take 100
milliseconds or less from the time name serverivesghe DNS query to the time
it provides a response.

6.2.2 SRS

1. [R127] Processing Time Add, Modify, Delete = 1000 ithseconds for 95%.

- Processing Time - Add, Modify, and Delete is apgilie to the SRS as
accessed through the EPP protocol defined in RA@.41t measures the
processing time for add, modify, and delete tratisas associated with
domain names, name servers, contacts, and SPRepnddirmation.

« The Performance Specification is 1000 millisecolod95% of the
transactions processed. That is, 95% of the traiesaowill take 1000
millisecond or less from the time the Registry (Gper receives the request to
the time it provides a response.

2. Processing Time--Query Domain

« Contactinfo Processing Time - Query Domain is ajatlie to the SRS as
accessed through the designated protocol. It mesisie processing time for
an availability query of a specific domain name.

« [R128] The performance specification is 500 miltigeds for 95% of the
transactions. That is, 95% of the transactionstake 500 milliseconds or
less from the time the Registry Operator receillesguery to the time it
provides a response as to the domain name's ailiylab

6.2.3 ContactInfo

+ Processing Time - Contactinfo Query is only apfiliego the Contactinfo. It
measures the processing time for a Contactinfo YQuer

- [R129] The Performance Specification is 1000 neltignds for 95% of the
transactions. That is, 95% of the transactionstake 1000 milliseconds or
less from the time the Contactinfo receives a qtethe time it responds.

6.3 Update Frequency

There are two important elements of the Registay #ne updated frequently and are
used by SPRs; Name server and Contactinfo. SPisae these updates through the
SRS. The SRS then updates the Name server anatftadiinfo.

The committed Performance Specification with regardpdate Frequency for both the
Name server and the Contactinfo is 10 minutes 586 ®f the transactions. That is, 95%
of the updates to the Name server and Contactliifbeveffectuated within 10 minutes.
This is measured from the time that the registmyficms the update to the SPR to the
time the update appears in the name servers an@@loro. Update Frequency
Performance Specifications have a monthly ServiseeLMeasurement Period and will
be reported on a monthly basis.
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+ [R130] Update Frequency--Name Server = 10 minuie9%%.
« [R131] Update Frequency-- Contactinfo = 10 mindite95%.

i. Zone Transfers

[R132] Incremental zone transfers to SPRs shougldl mleet the update frequency
requirement of 10 minutes for 95% of transactions.

ii. LERG-Driven Updates

[R133] Changes in registrations (additions, defetjanodifications) resulting from
changes in the LERG record for a number shall baéenfiy 0015 hours (i.e., 12:15
am) on the LERG effective date.

iii. NPAC-Driven Updates

[R134] Changes in registrations (additions, defetjanodifications) resulting from
changes in the NPAC record for a number shall béemdthin 15 minutes of NPAC
broadcast.

6.4  Cross-Network Name Server Performance (CNNP)

DNS Name Server Round-trip and packet loss fragnrikernet are important elements
of the quality of service provided by the Regisiiyerator. These characteristics,
however, are affected by Internet performance dratefore, cannot be closely
controlled by Registry Operator.

[R135] The committed performance specificationdirss-network name server
performance is a measured Round-trip of fewer 8@hmilliseconds and measured
packet loss of under 1% averaged over the couraéviiinthly Timeframe and no greater
than 5% for any five (5) minute period over the rseuof a Monthly Timeframe. Cross-
network name server performance measurements megnokeicted by the CC1 ENUM
LLC (or a testing entity selected by it) at timdsts choosing, in the following manner:

1) The measurements will be conducted by sendnmpgstof DNS request
packets from each of four measuring locations th e the Tier 0/1’s DNS
Name Servers and observing the responses fromi¢h®/L's DNS Name
Servers. (These strings of requests and respansesferred to as a "CNNP
Test".) The measuring locations should be at lieastgeographically diverse
sites.

2) Each string of request packets will consist@ UDP packets at 10-second
intervals requesting name server (NS) recordsrfatrarily selected Tier 0/1
domains, pre-selected to ensure that the NPAs iexike Registry and are
resolvable. The packet loss (i.e. the percenthgesponse packets not received)
and the average round-trip time for response packeeived will be recorded.
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6.5

3) To meet the packet loss and Round-trip requirgsi@r a particular CNNP
Test, all three of the following must be true:

a) The Round-trip and packet loss from each measntlocation to at
least one Tier 0/1 name server must not exceeckthered values.

b) The packet loss to each of the Tier 0/1 nameesgifrom at least one of
the measurement locations must not exceed thereshualue.

¢) The Round-trip time to each of 75% of the Namwears from at least
one of the measurement locations must not exceeckttjuired value.

4) Any failing CNNP Test result obtained duringidantified Core Internet
Service Failure shall not be considered. "Coreriret Service Failure" refers to
an extraordinary and identifiable event beyondadttrol of Registry Operator
affecting the Internet services to be measuredath uents include but are not
limited to congestion collapse, partitioning, powed failures, and routing
failures.

5) To ensure a properly diverse testing sampletesteng entity will conduct the
CNNP Tests at varying times (i.e. at different tinod the day, as well as on
different days of the week).

6) In the event of persistent failure of the CNN&5TE (three or more consecutive
failed tests), CC1 ENUM LLC will give Registry Opor written notice of the
failures (with backup data) and Registry Operatitlrivave sixty days to cure the
failure.

7) Sixty days prior to the commencement of testinder this provision, CC1
ENUM LLC will provide Registry Operator with the pprtunity to evaluate the
testing tools and procedures to be used by testitity. In the event that
Registry Operator does not approve of such toalspaocedures, the testing
entity will work directly with Registry Operator tnake necessary modifications.

Internet Connectivity

[R136] Bidders must describe the physical connégtarrangements planned to support
each of their name servers and how these arrangemvéhenhance service reliability
and security.

6.6

Shared Registration System (SRS)

An ENUM Tier 0/1 Registry bidder shall propose segvevel requirements it would
expect to meet with regard to operations of the SIRi8s shall include the following

items:

[R137] Registry database throughput — number ofsaations per second
[R138] Registry database availability (in line witil.2)
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* [R139] Number of ENUM Service Provider of Record@ants
* [R140] Number of concurrent ENUM SPR -ENUM Registonnections
* [R141] Frequency of zone data generation: ratesl@grhour, minute

6.7 Reports and Files

[R142] An ENUM Tier 0/1 Registry Operatehall provide reporting service to Service
Providers of Record and the LLC. In addition, @ayimake zone data available to
Service Providers of Record and other contractirtgies under terms and conditions
established by the LLC restricting the use of stata to network uses and not for
marketing purposes. The bidder should proposgyties and frequency of reports it will
provide to both the SPRs and the LLC.

Details of information to be included in reporte @rovided in section 10.

[R143] Except in the case of Name Server performaaquirements, the Tier 0/1
Registry Operator will perform internal monitoriag a means to verify that the
availability and performance measurements of tbhiuchent are being met.

[R144] Beginning no later than 120 days after themencement-of-service date, the
ENUM Tier 0/1 Registry Operator will provide prelimary monthly system performance
and availability reports to the LLC.

[R145] The ENUM Tier 0/1 Registry Operator will pide service availability
percentages during each Performance MeasuremeaatRerlisted in this document.

[R146] An ENUM Tier 0/1 Registry Operator may prd@icustom reporting service that
would allow ENUM SPR and the LL® specify report criteria and have the report
available for download upon completion.

[R147] These reports should be posted to a sederéesy.., Secure File Transfer
Protocol (SFTP)) that can be accessed by the SPBstering username and pass code.

[R148] The format for reports should be easily miaehreadable by SPRs (i.e., XML,
CSV).

[R149] Naming convention of reports should identlig SPRs, the date the report was
created, and the subject of the report.

[R150] An ENUM Tier 0/1 Registry Operator shouldfive copies of all reports
created.

[R151] An ENUM Tier 0/1 Registry bidder is requireladdress what mechanisms it
would use to enable the contracting entity to:

. Monitor the initial progress of implementation

. Monitor the ongoing participation in the offering

. Monitor and provide feedback regarding the onggiarformance of the
Tier 1
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Monitor ongoing system updates and changes
Monitor ongoing policy updates and changes
Drive system updates and changes

Drive policy updates and changes
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Section 7.0 Interface Requirements

7.1 Interfaces between Registry and Service ProvimfeRecord

The Tier 0/1 Registry-SPR interface will be a sdaegistration system (SRS) whereby
accredited SPRs or their authorized agent (eggnace bureau) may register ENUM
domain names for their numbers in the CC1 ENUM napaee.

[R152] The Tier 0/1 Registry Operator will be remui to develop a Registry- Service
Provider of Record Agreement. The Registry andiSerProvider of Record Agreement
will include the details regarding the interfacetpcols that can be used.

A Tier 0/1 Shared Registration System (SRS) isireduo:

« [R153] Allow an unlimited number of SPRs to regiglUM domain names in the
LLC’s Provider ENUM name space

« [R154] Provide equivalent access to the systenalfd@PRs to perform registration
related operations such as:

- Register new ENUM domain names and associatednnafibon

- Check status of registered ENUM domain names aswtcaged information,

- Delete registered ENUM domain names and assodiafi@enation,

- Update information about registered ENUM domain esuand associated
information,

« [R155] Support the open standard interface betwleemRegistry and SPR, as defined
in the IETF extensible provisioning protocol (ER®Indard suite (RFC3730 through
RFC3735 and RFC 4114). The Tier 0/1 Registry Qpenaill work with the
industry to identify and develop further extensiem&PP for the purposes of
supporting the LLC’s Provider ENUM, if needed.

« [R156] The common Tier 0/1 registry protocol forfsSEhall be EPP but this should
not preclude other protocols from being used betvibe registry and SPRs. In
particular, proposals with respect to the use aAB@re sought.

« [R157] Reject illegal commands/requests (e.g., imjssandatory data element)
from ENUM SPR.

The bidder should propose a set of security appdics for the SRS, such as what is

being proposed in the following:

« [R158] Security of the SRS applications shall bevmgted in part via the mandatory
use of the TLS [RFC 2246] protocol for transpoyelasecurity.

e [R159] Each EPP session shall be authenticate@macrypted using TLS. The
ENUM Registry shall authenticate every EPP cliantreection using both an X.509
server certificate, issued by a commercial Cedtfan Authority identified by the
Tier 0/1 Registry, and its SPR password.

« [R160] Security of the SRS application shall bevpted via an authenticated and
encrypted connection. At a minimum, IPSEC willused to secure the connection.
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« [R161] Each EPP session shall be authenticate@mrrypted using IPSEC. The
Tier 0/1 Registry shall authenticate every EPPtle®nnection using a valid PKI.

[R162] The Tier 0/1 must support batch file prooegso that the ENUM SPR can put
many commands into one file and deposit it in arfotand” directory on a Tier 0/1
Registry server. The Tier 0/1 Registry Operatausth move the file to an archive
directory, process the commands based on the asdéiey appear in the file, and put all
the responses to the commands in the same orddilenthat is deposited in a
“response” directory on the same server. ENUM $RiRperiodically check and retrieve
files in the “response” directory. Once the féeréad, the ENUM Tier 0/1 Registry can
move the file to an archive directory where it t@npreserved as backup.

7.2 Interfaces between Tier 1A Registry and Tiét Registry

If and when the target architecture is implementieel,Tier 1A registry will likely

contain less than a thousand records and addaioth€hanges are expected to be
infrequent. Thus, a formal mechanized interfaceystem (Shared Registration System)
between Tier 0/1s and the Tier 1A may not be reglir

7.3 Other Interfaces

* The interface between the ENUM SPR and the TiemoRi8er, if the SPR chooses to
outsource that function is a matter between thegzar

* [R163] The Tier 0/1 Registry Operator must becom®&RAC user and establish the
appropriate interfaces to obtain NPAC data forgegtion validation and porting
notification

» [R164] The Tier 0/1 Registry Operator must subsctdthe LERG to obtain data for
registration validation
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Section 8.0  Provisioning

This section defines provisioning requirements prwtedures for ENUM administration.
This involves the following ENUM functional entiseService Provider of Record,
ENUM Tier 0/1 Registry Operator, and, potentiallyiar 2 provider if the SPR elects to
outsource these functions. This section will addlithe tasks and responsibilities
required to provision and maintain ENUM registrady the above functional entities
with the focus on the interface between the TiérReégistry and the SPR.

This section does not include procedures for icteya with the Tier 1A Registry.
8.1 Assumptions

The following assumptions are made when descritiisgorovisioning scenarios:

* SPRs will be bound by a Registry agreement devdlbgehe Tier 0/1 Registry
Operator together with the LLC. This agreement sgifjuire the SPR to comply
with the procedures detailed below. In additiothi provisioning procedures,
the Registry agreement will detail data privacyuiegments. SPRs have an
established trust relationship with the Tier O/Rey. This relationship
includes the method for secure communication, agérentication (e.g., the
assignment of a user identification (ID) and pagsiWfor session management), a
SPR ID for ENUM Registration identification, andcange of contact and other
information before ENUM registrations begin. Hawdpen a secure
communication link and establish a session betvee€ier 0/1 Registry and an
SPR is not included in the provisioning procedures.

* An SPR can either provide its own Tier 2 Providawge or outsource the name
server operation.

* An SPR may authorize its Tier 2 Provider to revigudate certain data (e.g., host
and technical contact information) at the Registry

8.2 Provisioning Requirements

This section lists, or cross-references, the hegellrequirements for the entities involved
in provisioning the ENUM.

8.2.1 Tier 0/1 Registry

[R165] The Tier 0/1 Registry is responsible forgedy identifying and authenticating a
SPR before accepting any transactions.

[R166] The Tier 0/1 Registry is responsible forumirgg that SPRs comply with the
requirements and procedures set out in the Regiglgement and monitoring SPR
compliance.
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8.2.2 Service Provider of Record

The Service Provider of Reconaust only register numbers for which they are idiext
in the LERG/NPAC as the network service provider.

The SPR must support the protocols specified betwee Tier 1 Registry and the SPRs.
The protocols include those for application hargllisecure communications, and lower-
layer transport and routing.

The SPR must follow the policies specified for Rdev ENUM provisioning.
8.3 Provisioning Procedures

This section describes representative scenarid3rimrider ENUM Provisioning
Activities.

[R167] The Tier 0/1 Registry Operator shall devedogomprehensive set of procedures,
subject to LLC approval. The Registry Operator lsinghlement the procedures agreed
upon and incorporate them into the Registry agreéme

8.3.1 Initial ENUM Registration
8.3.1.1 Assumptions
8.3.1.2 Provisioning Procedures

1. The SPR establishes secure communication with igre0ll Registry and
2. The SPR provides registration information:
* TNor TN range

e Alist of name server host names associated watetdUM domain
name(s)

« SPR's information and technical and administratimetact information

3. The Registry authenticates the SPR and verifieSBR’s authority to register
the TN based on the LERG and NPAC.

4. If the validation fails, the registration is rejedt If the validation is
successful, the process continues with step 5.

5. Tier 0/1 Registry acknowledges to the SPR thaEtR&JM domain name
registration is accepted. The Tier 1 Registry therforms the zone file
updates to add the NS RRs of this ENUM domain nmits name servers.
After the zone file updates have been performebeatier 1 Registry, real-
time DNS queries for this particular ENUM domaimmeawill be able to
retrieve the name server information indicating keNdAPTR RRs are
hosted.

62



Registration denied

Figure 4. SPR registers TN or TN range

SPR establishes
Tier 2 entry for TN

!

SPR provides
registration data

to Tier 0/1
fails Tier 0/1
authenticates SPR
< and validates TN

assignment to SPR

¢ succeeds

Registry updates
Tier 0/1 zone file
and returns
acknowledgement
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8.3.2 SPR Checks/Changes Information at Tier O/1gistry

The SPR checks or changes information stored alidred/1 Registry.
8.3.2.1 Assumptions

8.3.2.2 Provisioning Procedures

1. The SPR provides the AAA-related information ardicates the type of request
with the associated information to the Tier 0/1 Beyg. The type of request and
associated information may include:

» Check

o All or certain current information associated wétt ENUM
registration such as:

» The last date when an object is created, modifiedansferred
= State of an object (e.g., active, server hold)

o All or certain current information associated wile SPRs data such
as:

= Contact information
= QOrganizational information
» |P address(es)

= Security pass phrase (for authenticating an SPRiwhe
contacting the Tier 0/1 Registry’s customer suppgrt
telephone)

= User id and password information
o Digital certificate information

e Add
0 Additional SPR Contact information
o0 Additional SPR Organizational information
o Additional IP address(es)

o Additional user id and password

¢ Delete
o Contact information

o0 IP address(es)
o0 SPR userid and password, when there are multigieusats
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* Modify/Change

o0 SPR’s contact information, user id, password, sgcpass phrase,
digital certificate information, web site address

2. The Tier 0/1 Registry validates the SPR anthafrequest is with respect to TN
information, the SPR’s authority over the TN basadhe LERG and NPAC.

a. If the validation fails, the Tier 0/1 Registsjects the request indicating
authentication/authorization failure (e.qg., invaiassword).

b. If the validation is successful, the Tier 0/lgR&y proceeds with Step 3.
3. The Tier 0/1 Registry checks whether the reaakattion is valid.

a. If the requestis not valid (e.g., syntax errthr@ Tier O/1 Registry rejects
the request indicating the reason for rejection.

b. If the request is valid, the Tier 0/1 Registeyfprms the required actions
and returns a positive acknowledgement.

4. When a response is received, the SPR perforei®lliowing:

a. If the request is rejected, it tries to detemrtime cause of the failure and
re-submit the request, if needed, after the probtecteared.

b. If the request is accepted, it makes the nepgshanges/additions/
deletions in the local data stores.
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SPR provides
credentials &
request to Tier 0/1

v

Tier 0/1 Registry
validates SPR

+ YES

Registry validates
requested action

v YES

Registry executes
requested action
and returns
acknowledgement

v

SPR updates local
data stores

FIGURE 5 - Flow Chart for 8.3.2.2:
SPR Checks/Changes Information at Tier 0/1 Registry
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8.3.3 SPR Terminates ENUM Registration

The SPR terminates an ENUM registration.

8.3.3.1 Assumptions

The ENUM registration is to be terminated.

8.3.3.2 Provisioning Procedures

1.

The SPR establishes secure communication withOrieand requests removal of
a TN registration providing the TN and necessathentication information.

The Registry authenticates the SPR and the TNrassigt.
If YES, the Proceed to step 3.
If NO, the request is rejected and the reason atect

The Tier 0/1 Registry removes the ENUM registrafionthat ENUM domain
name from its local data store and name servers.

The Tier 0/1 acknowledges the successful execuatitihe request to the SPR.

SPR requests
termination of
registration

v

Request rejected fail Tier 0/1
authenticates
request and

assinnment of TN

A

l succeed

Tier 0/1 deletes

TN from NS &

SRS and sends
acknowlednement

v

FIGURE 6 - Flow Chart for 8.3.3.2:
SPR Terminates ENUM Registration
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8.3.4 Number Port to new SPR

The number ports away from the current SPR.

8.3.4.1 Assumptions

= The Tier 0/1 determines that the number has paadedew SPR

= |nthe absence of an automatic capability to ereagistration for the new SPR the
registration is deleted.

8.3.4.2 Provisioning Procedures

1. The Tier 0/1 Registry determines from NPAC portficztion that a number
registered in Provider ENUM has ported.

2. The Tier 0/1 Registry deletes the existing ENt#distration for ported away
number.

3. The Registry sends notification of the deletéhoold SPR.

Tier 0/1 receives
port notification from
NPAC

A 4

Tier 0/1 deletes TN
from NS & SRS and
sends
acknowledgement

FIGURE 8 - Flow Chart for 8.3.4.2:
Number Ports Away from Current SPR
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8.4  Area Code Split
An area code is split.
8.4.1 Assumptions

* The Tier 0/1 Registry, the SPRs and the Tier 2 iders that are involved with
the telephone numbers (TNs) impacted by the arda split will take the
necessary steps to support the area code spltharermissive dialing peridd

 The ENUM domain name that is associated with theumbler the old area code
is referred to as the "old ENUM domain name." EMNUM domain name that is
associated with the TN under the new area codefasred to as the "new ENUM
domain name."” For example, if the TN 703-434-1R884 registered for ENUM
and is to be changed to 571-434-1234, the old ENldMain name would be
"4.3.2.1.4.3.4.3.0.7.1.e164enum.us," and the neWMMomain name would be
"4.3.2.1.4.3.4.1.7.5.1.e164enum.us." The TN utitkeold area code (e.g., 703-
434-1234) is referred to as the "old TN," and tiNeunder the new area code
(e.g., 571-434-1234) is referred to as the "new'TN.

* Only the ENUM domain names that are associated twgiTNs impacted by the
area code split (those that are to be changedttodtv area code) are discussed.
ENUM domain names that are not impacted by the @da split are handled by
the usual procedures. For example, if 703-538-63 8@t subject to the area
code change, its associated ENUM domain name,
9.8.7.6.8.3.5.3.0.7.1.e164enum.us, will remainstmae.

e T1listhetime (e.g., 12:01am EST on 6/1/01) wirennew area code (e.qg., 434
split from the old area code 804) becomes effecindthe permissive dialing
period begins. T2 is the time (e.g., 12:01am EBT/45/02) when the
permissive dialing period ends.

* In area code relief activities there occur pattc circumstances where
individual 10 digit telephone numbers are changBde Registry Operator must
develop practices to ensure that the SPRs updatedjistry database with the
correct information when this occurs.

* The Tier 0/1 Registry Operator shall monitor thethd@merican Numbering
Plan Administrator (NANPA) websitd{tp://www.nanpa.comfor impending
area code splits (see NPA Relief Planning Lettery] use other information
sources (e.g., the "area code split exchange tiSkedbm Telcordia

° The permissive dialing period is the interval dgriwhich the TN under either the old area code er th
new area code can be dialed to reach the samentiani. The length of the permissive dialing péne
normally a few months and is set by the state Eulitility Commission for each involved area code.
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(http://www.trainfo.con) as needed to maintain an up-to-date list of tfexted
NPA-NXX codes for a particular area code.

8.4.2 Provisioning Procedures

8.4.2.1 Procedures/Guidelines for a Tier 0/1 Regrgtwith a Permissive Dialing
Period

At no time before the T1 shall the Tier 0/1 Registccept any request on any new
ENUM domain name from the SPR. This is because¢weTN under the new area
code is not yet effective before T1.

Starting at T1, the Tier 0/1 Registry shall be ¢dpa@f accepting and responding to any
request made on the new ENUM domain name from @i, &nd shall perform data
updates on the local data stores and zone filepgilicable.

The Tier 0/1 Registry shall not accept any reqoasiny old ENUM domain name from
the SPR during the permissive dialing period.

At T1, the Tier 0/1 Registry shall perform zonefilpdates to add all the new ENUM
domain names. One, or more than one, new zorserfileyy be created, or new data is
added, to the existing zone file for those new ENtdhain names with exactly the
same name server information copied from thosecessa with the corresponding old
ENUM domain names at T4. The Tier 0/1 Registry shall not remove the Naerwer
(NS) Resource Records (RRs) associated with th&lldM domain names from the
existing zone file(s).

The Tier 0/1 Registry Operator should progressivetiuce the Time to Live (TTL)
values for the resource records associated witblth&NUM domain name so that such
records will not persist in resolver caches beydad

The TTL in the NS RRs associated with the new ENdivhain name is set to a typical
value (e.g., from a day to a week) depending orTtee0/1 Registry policy (e.g.,
frequency of zone file updates).

Within twenty-four hours after T1, the Tier 0/1 Rstgy shall update its stored
information to reflect the area code change othallTNs. It shall search the local data
stores and change all the TNs that are subjebtietartea code change, not just those that
are associated with the old ENUM domain namess Wil change all the phone
numbers and fax numbers in the contact informadical the records.

The Tier 0/1 Registry shall not accept any req(est, create, check, update, renew or
transfer) on any old ENUM domain name during therpssive dialing period while it
maintains records associated with the old ENUM doamame.

9 The new and old ENUM domain names may or may nohlibe same zone file depending on how the
zones are cut/delegated.
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The Tier 0/1 Registry shall keep the name serfernmation in the zone file, and
information in the local data stores associateti @é&ch new ENUM domain name,
synchronized with those associated with the comedimg old ENUM domain name
during the permissive dialing period. Any updaquest on the new ENUM domain
name that is received from the SPR during the =inre dialing period shall cause the
same update on the old ENUM domain name. Thisided the data in the Contactinfo
database in case there are inquires about the @hriitainformation on the old ENUM
domain names.

During the permissive dialing period, if the Tiél Registry receives a create request for
an ENUM domain name that is available (e.g., nonmeexists for this ENUM domain
name) and the associated TN is a new TN due toesncade split, it shall create a record
for the old ENUM domain name in addition to theartfor the new ENUM domain
name.

At T2, the Tier 0/1 Registry shall perform zonefilpdates to remove the NS RRs
associated with the old ENUM domain names. Itlgleahove all the records associated
with the old ENUM domain names from the local dsttares.

After the permissive dialing period expires, therTd/1 Registry shall expect new
ENUM registrations on the old ENUM domain nameadoordance with the
requirements for the area code split. Within tweour hours after T2, the Tier 0/1
Registry should send an e-mail message to eachitatitontact that is associated with
each old ENUM domain name to remind them to uptlteezone file(s) by removing any
RR in the zone file and the data in the local débaes that is associated with the old
ENUM domain name.

8.4.2.2 Procedures/Guidelines for a Tier 0/1 Regrgtwithout a Permissive Dialing
Period

Since there is no permissive dialing period, T1 @Bdire the same. T1 in this case is the
time when the new TN must be dialed and the old ¢t not be dialed.

One week before T1, it is recommended that the 0/ieiRegistry Operator send an e-
mail message to each associated SPR about theagteaplit and to remind them to take
the appropriate actions required by the area cplite s

At no time before T1 shall the Tier 0/1 Registrgeqat any request on any new ENUM
domain name from the SPR. This is because theliewnder the new area code is not
yet effective before T1.

The Tier 0/1 Registry should progressively redieeTime to Live (TTL) values for the
resource records associated with the old ENUM domaime so that such records will
not persist in resolver caches beyond T1.

At T1, the Tier 0/1 Registry shall perform zonefilpdates to change all the old ENUM
domain names to the new ENUM domain names whilpikgehe name server
information unchanged. This can also be done ldyngdhe NS RRs for the new ENUM
domain names and removing those associated witbldhENUM domain names when
dynamic updates are done. The TTL in the NS RRscated with the new ENUM
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domain names should be set to a typical value, (eagn a day to a week) depending on
the Tier 1 Registry policy (e.g., frequency of zditee updates).

Starting at T1, the Tier 0/1 Registry shall be ¢dpa@f accepting and responding to any
request made on the new ENUM domain name from @i &d shall perform data
updates on the local data stores and zone filepgiicable.

Within twenty-four (24) hours after T1, the TiedRegistry shall update its stored
information to reflect the area code change othallTNs. It shall search the local data
stores and change all the TNs that are subjebtietartea code change, not just those that
are associated with the old ENUM domain namess Wil change all the phone
numbers and fax numbers in the contact informaticail the records.

After T1, the Tier 0/1 Registry shall expect newUW registrations on the TNs under
the old area code because the associated TNs caadsgned to new telephony
subscribers.

8.4.2.3 Procedures/Guidelines for an SPR with a Paissive Dialing Period

The SPR should be aware of any area code splitrenassociated T1 and T2 that
impacts the ENUM domain names registered througfilie Tier 0/1 Registry Operator
will notify SPRs of impending area code splits.

One week before the SPR shall update the zons)fily(adding the NS RRs and the
Naming Authority Pointer (NAPTR) RRs for the new BM domain name before T1
and to leave the NS RRs and the NAPTR RRs assdahatk the old ENUM domain
names in the existing zone file(s) until the pesivis dialing period expires.

Within twenty-four hours after T1, the SPR shouybdiate its stored information to reflect
the area code change on all the TNs. It shalcheiie databases and change any TN that
is subject to the area code change. This will ghaall the phone numbers and fax
numbers in the contact information in all the refsor

During the permissive dialing period, if the SPR@d submit a create request only on
the new ENUM domain name and shall have the NAPRR fRat are associated with
both the new and old ENUM domain names in the Zirame servers.

Within twenty-four hours after T2, the SPR upddte Tier 2 zone file(s) by removing
any RR in the zone file and the data in the loedhdtores that are associated with the
old ENUM domain name.

8.4.2.4 Procedures/Guidelines for an SPR withoutRermissive Dialing Period

The SPR should be aware of any area code splittenassociated T1 that impacts the
ENUM domain names registered through it. The UiérRegistry Operator will notify
SPRs of impending area code splits.

One week before T1, the SPR shall update the Tzen2 file(s) by adding the NS RRs
and the NAPTR RRs for the new ENUM domain name,l@antemoving those RRs
associated with the old ENUM domain name at T1.

Within five minutes after T1, the SPR shall updéestored information to reflect the
area code change on all the TNs. It shall sedrehiatabases and change any TN that is
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subject to the area code change. This will chatighe phone numbers and fax numbers
in the contact information in all the records.
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Section 9.0 Dispute Resolution

Because determination of Service Provider of Reldsed on the LERG and NPAC a
dispute resolution process like that planned faerlE&ENUM is not required for Provider
ENUM. Disputes concerning registrations rights fiNamust be resolved through PSTN
processes leading to LERG/NPAC updates which tdhtbe faithfully reflected by the
Tier 0/1 Registry.

Section 10.0 Tier 0/1 Reqistry Reporting

The Registry Operator should make available regelaorts for the SPRs on the daily,
weekly, and monthly activity. [R168] The monthivEel report should provide the
necessary details for end of month billing. [R1B@tther more a monthly report on
performance and major activities should be repaxidtie contracting authority and all
designated government agencies.

10.1 Tier 0/1 Registry Reporting for SPRs

[R170] The Registry Operator should provide daigekly, and monthly reports that are
available to SPRs via a secured file transfer palt¢e.g., SFTP) server. [R171]To assist
SPRs in their ability to monitor their registratiaativity throughout the month, the Tier
0/1 registry should generate separate daily andkiyeeports for each of its SPRs, as
listed in Table 3 below.

SPRs are able to use these reports to monitorréngistration activities and to reconcile
their activity to the monthly billing reports. Téereports are published on the first day
of each month and provide SPRs with a means tonodeaheir monthly invoices to their
transaction activities, listed below:

* Registrations
* Syncs

* Deletions
*Port outs
*Port ins

The reports reflect the actual activity for theipdrthat affected the SPR account. The
SPRs receive one monthly invoice reflecting thentedor all billable activity for the

74



month and the details behind the summary counte@mvoice are provided in the
detail reports identified above. The system asgesia transaction ID with every
transaction that occurs in the system. Thesedrios IDs provide an audit trail of all
financial transactions allowing SPRs, as well &sTier 0/1 personnel, to easily trace
activity during the audit process.

Table 1 SPR Reports provided by Tier 0/1

Report Name Report Features

Daily Transactional SPR | Lists all SPR-Registry transactions that

Report occurred on previous day

Daily SYNC Report Lists all domains that were synced previoys
day

Daily Delete Report Lists all domain names deleted

Weekly Domain Name | Cumulative report of all domain names
Report managed by SPR,;

Lists domain name, create date,

Weekly Domains Hosted | Lists all domains hosted by your name
by Name Server Report | servers;

Lists name server and domain names.

Monthly Billing Detailed | Developed for each SPR to capture detailed
Report billable transaction events

10.2 Tier 0/1 Registry Operator Reporting to LLC

[R173] On a monthly basis the Tier 0/1 should pdeva report to the LLC that provides
performance details and major activities. In Table a list of recommended data to be
reported.
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Table 2

Monthly LLC report provided by Tier 0/1

SPR Status.

Service Level Agreement Performance

TLD Zone File Access Activity

Completed EPP interface software releases

Domain Names Under Sponsorship — Per SPR

Name Servers Registered — Per SPR

Domain Names Registered by Registry Operator

Contact Info Service Activity

Total Monthly Contact Info Queries

Total Monthly Domain Name Transaction Trend by
Category

Total Monthly Name Server Transactions by Category

(Additions, Modifications, Deletions) by SPR by NPA

Average Daily Transaction Range

E.164 Geographical Registrations Distribution

Deleted Names - Per SPR

Other Information

a) Total Monthly Transactions by Category
b) Total Transactions by Month

c) Registrations Distribution for reporting ntion
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Section 11.0 Privacy Considerations

Provider ENUM data are intended primarily for ugesbkrvice providers for the purpose
of effecting interconnection. While this is sim@il by having at least an initial AOR
available in the public DNS, care in implementati®nequired to protect customer
privacy. In particular, the following should besaioved by SPRs in registering numbers

into Provider ENUM.

— AoRs should not include information that would asate a person with a
telephone number

— AoRs should identify carrier network elements rattih@n user customer
premises equipment

— To prevent data miners from identifying active rulished numbers by
identifying numbers registered in Provider ENUMtthge not present in
directory listings, SPRs should register all altedaTNs in blocks that
contain TNs that they wish to register, whethernot those TNs are
currently assigned and whether or not the SPR stgppaterconnection
via ENUM for those TNs (in the latter case a tellldBn be provided in

the registration.)
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Annex 2

FORM OF CONFIDENTIALITY AGREEMENT

Whereas, the Country Code 1 ENUM LLC (the “LLC")shigzsued the Provider
ENUM Tier 0/1 Registry Request for Proposal dated (the “RFP"); and

Whereas, (the “Bidder”) wishesubmit a proposal in
response to the RFP; and

Whereas, Bidder contemplates that in order to suAraomplete response, it will
be necessary for Bidder to furnish to the LLC dartaformation which consists of the
business, financial, trade secrets, or other teahmnformation, owned by Bidder (the
“Bidder Confidential Information”); and

Whereas, the LLC wishes to review such Bidder Qiarftial Information in
conjunction with its consideration of the Biddepi®posal,

Now, therefore, in consideration of the Bidder'®mission of a proposal, and for
other good and valuable consideration, the recamgot sufficiency of which is hereby
agreed, the LLC agrees, as set forth below, td t@afidentially the Bidder Confidential
Information, whether furnished before or after dage of this Agreement.

1. Bidder has clearly marked each page of its propbsdicontains the Bidder’'s
Confidential Information. Bidder and the LLC agtbat "Bidder Confidential
Information" does not include information that {4 )or becomes generally available
to the public (other than as a result of a disaleguohibited by this Agreement),

(2) was available to the LLC, its Member(s) or théfiliate(s) on a non-confidential
basis prior to its disclosure by the bidder, orig3)r becomes available to the LLC,
its Member(s) or their Affiliate(s) on a non-cordittial basis from a source other
than the bidder, provided that such source is nahd by a confidentiality agreement
with the bidder.

2. The LLC and the Members shall have the right tosusdh Bidder Confidential
Information and to disclose such Bidder Confiddritiformation to the Members
and to the LLC’s and the Members’ and their Aftidig’ (as that term is defined by
Paragraph 1.3 of the Request for Proposal) offiearployees, agents, contractors,
consultants and counsel to the extent necessamsrioit the LLC to carry out the
LLC’s and its Members’ rights and responsibilitisconjunction with the RFP, as
such rights and responsibilities are to be solelgianined by the LLC.

3. The LLC shall not use such Bidder Confidential hnfation for any other purpose.
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4. No Member or Affiliate of a Member who obtains ags¢o such Bidder Confidential
Information may use such information for any otperpose, including use in any
competitive activities of such Member or Affiliate.

5. The LLC, its Members (and their Affiliates) shaflaino less than a reasonable degree
of care to protect the Bidder’s Confidential Inf@tion. The LLC and its Member
agree to establish and to maintain appropriateriatenechanisms to ensure that their
officers, employees, agents, contractors, condsl@md counsel, as well as the
officers, employees, agents, contractors, condsltamd counsel of their Affiliates,
shall not disclose Bidder Confidential Informatiexcept for purposes authorized
herein, provided, however, that in the event th€|its Members, their Affiliates, or
their officers, employees, agents, contractorssgtbants and counsel are requested
or required in respect of any judicial or governtaéadministrative proceeding (by
oral questions, interrogatories, requests for metron or documents, subpoena(e), or
similar process) to disclose any of the Bidder' s\fétential Information, bidder
understands and agrees that they will comply witthgequest or requirement.

6. The bidder agrees to indemnify and hold harmles4.titC and its Members officers,
employees, agents, contractors, consultants, chuasseell as its Members and their
Affiliates (as defined in Par. 1.3) together wilte tofficers, employees, agents,
contractors, consultants and counsel of such Mesrdoeat Affiliates for any and all
liabilities, demands, damages, expenses and lassasg from this Confidentiality
Agreement and/or the RFP and any subsequent coattacd.

7. In the event that Bidder and the LLC enter intmatract for the provision of US
ENUM Tier 1B Registry Services, this Agreement shatome null and void, and
treatment of confidential information shall be gmexd solely by the terms of said
contract.

BIDDER

By:
Title:

COUNTRY CODE 1 ENUM LLC

By:
Title:
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